€y




&)

PC
1977
1978
1981 IBM PC 1984
Napster
1982 CD

1 Ross Anderson, "
ISBN4-822-8142-6

PC
1
1970
PC
PC
PC
IBM PC/AT
1983
PC
1975
1984
", BP , 2002

9

1
Apple 1l
Disk 11
PC
1980
9 ,



1960
1970
1975 Sony SL-6300
1976 Apple |
1977 Apple I
1970
TV ROM

Apple Il DISK II
1980 DB
1981 IBM PC
1982 IBM

CD Compact Disc
1983
1984 PC IBM PC/AT
1980
1980 PC
1986
1996 WIPO( )
1998 SDMI(Secure Digital Music Initiative)

DMCA Digital Millenium Copyright Act 2000
1999 RIAA  Napster

MagicGate
DTCP(Digital Transmission Content Protection) 1
2000 CD RIAA Internet
(MPAA) DVD
2001 P2P Napster
2001ACM Workshop on Digital Rights Management

2002 InterTrust Sony/Philips




1987 DAT

IFPI International Federation of the Phonographic

Industry DAT
DAT DAT
SCMS Serial Copy Management System
DAT SCMS
MD
1990 PC PC
1999 CD
RIAA Recording Industry Association of America
RIAA Napster 2
1983
1990
MP3
1998 SDMI Secure Digital Music
Initiative 3 2001 1999 DTCP(Digital
Transmission Content Protection) 1 4
IC 5
2001 ACM Association for Computing Machinery
ACM Workshop on Digital Rights Management
6
2002 InterTrust
1990

RIAA, " Recording Industry Sues Napster for Copyright Infringement”,
http://www.riaa.com/news/newsletter/press1999/120799.asp, 1999
Secure Digital Music Initiative, http://www.sdmi.org/index.htm

Digital Transmission Licensing Administrator, http://www.dtcp.com/
Sony, " IC

http://www.sony.co.jp/Sonylnfo/News/Press/199909/99-072/, 1999
6 2003

http://www.acm.org/sigs/sigsac/ccs/CCS2003/drm.html

g~ W



@

(ON)

AES

€)

PKI

(0N




I
K H
=N i
@
®



(c-1)

(c-2)

(D

©)

ISO/IEC 154087  JIS X 5070

7

http://www.ipa.go.jp/security/index.html

CRL

0S



@
1983
8 SUM Software
Usage Monitor SUM
2
de
9
B —H kG
8 Fﬁiﬁgﬂ#fﬁ-l‘ﬁ I
AR R B - —————
kT —ol R E ALY @
AR TGS BT )
R R RERAT S
TREEE)
[ e, el T R ——— }
(eEp@oEN | e frim
fD1-—if LTI
redaE—
/ \ W@
I ‘ E =R
FMEOATT HE
EARE
e e v _
fiaFit e L R I
Mm—FaxF A= =
-l
e Stk
2.
Vol .37 No. 1996
158
8 o " JECC , No0.3, pp.16-26 (1983)
9 de ,

http://www.keitaide-music.org/index_j.html




BS

B-CASY SCMS DTCP
)
ID ID
ID
ID ID
ID
1998
DOl (Digital Object lIdentifier) 1
ID
Dublin Core® Dublin Core
ID ID
ID 13
PC PC
PC
PC
10 , http://www.b-cas.co.jp/

11 International DOI Foundation, "The Digital Object Identifier System",
http://www.doi.org/

12 Dublin Core Metadata Initiative, http://dublincore.org

13 ID , http://Iwww.cidf.org/japanese/index.html

1D



USB

IC
DTCP
IEEE1394
DTCP AKE (Device Authentication and Key Exchange)
Full Authentication Restricted Authentication

®
G-

(3-2)

DAT
SCMS(Serial Copy Management System)



traitor tracing

DVD

CPPM: Content Protection for Pre-Recorded Medial4

CSS DVD

4)
oS
Microsoft Windows 2000 NTFS
EFS15
PC HW
PC PC
P2P Winny

14 AC Entity, http://www.4centity.com/
15 Microsoft Corp., "Encrypting File System for Windows 2000",
http://www.microsoft.com/windows2000/techinfo/howitworks/security/encrypt.asp



Microsoft  Windows Media

Windows Media Rights Manager16

( ) URL
®)
Virtual Machine Java
IBM OS/360
PC PC
PC
Intel LaGrandel”  Microsoft

NGSCB Next-Generation Secure Computing Basel8

16 Microsoft Corp., "Digital Rights Management",
http://www.microsoft.com/windows/windowsmedia/drm.aspx

17 Intel Corp., " LaGrande Technology Policy on Owner/User Choice and Control ",
ftp://download.intel.com/technology/security/downloads/LT_policy_statement_0_8.pdf
18 Microsoft Corp., "Next-Generation Secure Computing Base",
http://www.microsoft.com/resources/ngscb/default.mspx






