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Foreword

The Foundation for Intellectual Property, Institute of Intellectual Property conducted the 2017
Collaborative Research Project on Harmonization of Industrial Property Right Systems under a
commission from the Japan Patent Office (JPO).

Various medium-term issues need to be addressed to encourage other countries to introduce
industrial property right systems helpful to the international expansion of Japanese companies and to
harmonize the industrial property right systems of major countries, including Japan. Accordingly,
this project provided researchers well-versed in the Japanese industrial property right systems with
an opportunity to carry out surveys and collaborative research on these issues with the goal of
promoting international harmonization of industrial property right systems through use of the
research results and researcher networks.

As part of this project, we invited researchers from abroad to engage in collaborative research
on the target issues. This report presents the results of research conducted by Mr. Mishra, Abhinav
Kumar, Assistant Professor, Lloyd Law College, India, an invited researcher at our Institute.” We
hope that the results of his research will facilitate harmonization of industrial property right systems
in the future.

Last but not least, we would like to express our sincere appreciation for the cooperation of all

concerned with the project.

Institute of Intellectual Property
Foundation for Intellectual Property
March 2019

* Period of research in Japan: From August 1, 2018, to September 19, 2018
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Abstract

Blockchain has become a buzzword to be spoken by persons of almost every field. It has
affected every field of life than Finlech only. Blockchain is the base technology powering
Bitcoin—the famous currency of the world today. Blockchain is a decentralized publicly shared
ledger which records tamperproof and immutable entries in a block over a network with the help of
cryptographic keys and hash function. Blockchain actually keeps tracks of any records through a
decentralized environment where transactions to vet by the receipts approved through a consensus
of the members of the community. With the advent of technology, Blockchain has moved to new
steps of doing something more than just recordkeeping i.e. smart contracting, using self-executable
codes inconsonance with legal language. As social and personal life is being affected by
Blockchain, big Business players are rushing to have exclusive control on share of technology
through the use of patent. However, as a mix of open source software technology to give effect to
business methods, patenting of Blockchain technology is a bit twisted. The paper analyses the
patentability of Blockchain based patents.

Furthermore, Blockchain receipts are not transactions per se, but contain transaction
information and fuels the Blockchain networks. But since, the Blockchain receipts— which earlier
used to record only transaction data— have started keeping medical records, identity, codes,
contracts, data files etc., because of technology expansion and different usages of Blockchain
networks. Then talking about the appropriate IP protection of the Blockchain receipts, is the best
thing to do. This research finds the best solution to protect the Blockchain receipts from existing IP
solutions. Another question this research would deal is to decide the protection for Blockchain
receipts keeping in mind their specific problems, while dealing with their issue of ownership. This
research would answer these questions, and the relation to protection of Blockchain technology

through patents and other IP protection of Blockchain receipts.

Summary

1. Introduction

The Blockchain is the new future of world. The Blockchain is the new face of changing society,
business and while the law also concerns with the change in society; Blockchain can prove to be the
technology force even changing the way law deals in. At the same time law require to protect the
technology more so that it could grow and benefit people. The Blockchain as yin and yang of the real

world, can perform the best balancing of the both opposite force in world of IP law: means



Blockchain can be used as medium to manage IP in a way to enforce better protection and before it
does so, Blockchain needs the IP law protection to sustain and grow.

Because of the sensation, the Blockchain has created in the business world, it led Blockchain
based startups to raise more than US §$ 1.3 billion in first half of the 2018 only, surpassing the total of
2017." The sensation doesn’t stop here. Some days later, ICO offering of one startup based on
Blockchain, only collects US § 4 billion of amount, more than double of the last total amount.” From
government to big businesses all have an eye to adopt the Blockchain technology, for one or the other
use, for which Blockchain is really good at—multi-faceted. With the entry of the big potent players
in the Blockchain market, the use of IP based protection to grab hold of the portion of the Blockchain
to share a part in market has increased, viciously. The best mode to do so is the patents, and the

biggest players are using it so; increasing the risk of patent trolling.

I1. Blockchain: What is?

Blockchain is simply a digital ledger which has the quality of keeping immutable data and uses
the decentralized peer to peer (P2P) technology to store and run, cryptography and hash technology
to make data secure. In simple words, Blockchain is a kind of public ledger, where any information
can be stored but cannot be changed or modified once stored. The information/any transaction is
backed up and verified by number of public nodes available in the Blockchain network. The network
works with the help of number of people, not with the help of a central server, thus making it
decentralised publicly networked secure system to keep information. The idea of this information
network can be equivalent to a public ledger document to keep track of transactions not only in
finance but also useful to keep records of any field.’

Blockchain is the same technology framework which was used in Bitcoin. The Pseudonymous
Satoshi Nakamoto— founder of Bitcoin— made the framework and software of Blockchain in public
domain by publishing a concept paper about it.* Therefore, it formed a part of prior art and made

Blockchain technology non-patentable. However, the improvements and significant changes in the

See, Jason Rowley, ‘With at least $1.3 billion invested globally in 2018, VC funding for Blockchain blows past 2017 totals” Tech
Crunch (May 2018) available at: https://techcrunch.com/2018/05/20/with-at-least-1-3-billion-invested-globally-in-2018-vc-
funding-for-Blockchain-blows-past-2017-totals/

Kate Rooney, “A Blockchain start-up just raised $4 billion without a live product” CNBC (31 March, 2018) available at:
https://www.cnbe.com/2018/05/31/a-Blockchain-start-up-just-raised-4-billion-without-a-live-product.html

"Blockchain: the ledger that will record everything of value to humankind" 5 Jul. 2017, https://www.weforum.org/agenda/
2017/07/Blockchain-the-ledger-that-will-record-everything-of-value/; Lemieux, Victoria L. "Blockchain technology for
recordkeeping: Help or hype." Unpublished report (2016) available: https://www.researchgate.net/publication/309414276
Blockchain_for Recordkeeping Help_or Hype; Victoria Louise Lemieux, (2016) "Trusting records: is Blockchain technology the
answer?", Records Management Journal, Vol. 26 Issue: 2, pp.110-139, https://doi.org/10.1108/RMJ-12-2015-0042

Satoshi Nakamoto, "Bitcoin: A Peer-to-Peer Electronic Cash System." Bitcoin (first published on October 2008)
https://bitcoin.org/bitcoin.pdf.
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technology cannot be denied patents, if used cleverly. Also, the question was that Blockchain
technology is the combination of software technology or protocols with some publically known
technologies (hash, internet and cryptography, Merkle tree and proof of concept of Hashcash), which
is used to solve some solutions based on some business models. Patents law prohibits patenting of
publically known technologies, algorithms, mathematical solutions, abstract business ideas. The
software and business models are not patented, given some conditions of having technical effect and

solution can be proved.

II1. Blockchain Patents
1. Basics of Patent Law

Patent Law does not allow patents for the inventions already in public, forming the part of
prior art; however this does not stop them from allowing the significant change or improvements
addressing the technical gap or providing ‘solution to the problem’. US law patents anything under
the sun as new and useful process, machine, manufacture, or composition of matter or improvements
thereof,” to promote the usefulness of science and arts; except the abstract ideas, laws of natural and
natural phenomena. Therefore, basic the patent requirements are being new and useful. These
requirements have been expanded further in § 102 (novelty) § 103 (nonobviousness) alongwith § 112
(specification), which must be satisfied. Japanese Patent Law patents “highly advanced creation
utilizing the laws of nature.”® Japanese Patent Law requires any invention to be novel (not publicly
known or worked), industrially applicable and involving inventive step.” The criteria of "industrially
applicable invention" excludes "an invention which is impractical to utilize as a business", "an
invention which practically cannot be actually performed", and "medical acts".® Article 29,
paragraph 2 of Japan Patent Law requires inventive step to follow in a way of non-obviousness,
similar to the EU law where law requires inventive step in form of being non-obvious, however,
follows a different approach to test it. EU follows ‘solution to problem’ approach to determine
patentability of an invention on two steps— one, what technical problem is being solved by invention
by looking into the prior art and; Second, whether that solution is obvious to person skilled in art.
India also has the same requirements of novelty, inventive step and industrial applicability along

with a long list of non-patentable inventions under section 3 of Indian Patent Law. However, the

5 USC 35§ 101.

6 Article 2 (1) of the Japanese Patent Act.

7 Article 29, Paragraph 1, Japanese Patent Act.

8 See also, Shuwa, Guidebook for Japanese Intellectual Property System available at: https:/shuwa.net/english/information
/2015/0406.html at page 11-12.
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standard of requirements taken by IPO have been a bit stringent than other countries, and judiciary

have also brought the same legacy forward in some recent cases.’
2. Blockchain Patents: close proximity with software and business method patents

Blockchain in essence, is open— open to join, open records (in classic version) and also open in
technology. Satoshi Nakamoto used all the known and publically worked technologies in novel way.
The Blockchain or Bitcoin may have got the status of invention under the patent law, if sought
protection under patents law by Nakamoto before publishing the Bitcoin concept paper. However, as
mentioned earlier, the patentability is not hampered absolutely as patents law allows the significant
improvements— not merely a workshop improvement'’— in the technology featuring new technical
effect.

Blockchain technology features the use of software and protocols on a known abstract idea of
public and distributed ledger to solve some business specific problems or to apply any business
model on Blockchain technology to achieve some technical effects. Therefore, patenting of
Blockchain shares close proximity with software and business model patents as Blockchain
combines the use of both: software and business models. Now the debate on patenting computer
implemented and business method patents seems to be settled, but of course, the standards of
patentability vary in different countries and involve a lot of issues and differences. The variety of
standards in examination of these patents are regulated largely by the patent office guidelines or the
judicial interpretation.

In US, the courts have rejected the idea of blanket ban on computer implemented patents, but
have stated that patents based on abstract ideas are not patentable.'' The patentability of such
abstract idea is based on a two-step test as laid down in Mayo’ and adopted for computer
implemented inventions in Alice,”” where court discarded the old machine-transformation test."*
Alice two-step test questions the abstractness of the idea and removes the blanket prohibition in
consonance with the IP clause of constitution of US, if that abstract idea has capability to do
something “significantly more”, than being just an incarnation of abstract idea. The Alice and the

following decisions thereafter, made it clear simply that taking an abstract idea and implementing it

% Novartis v. Union of India (2013) 6 SCC 1 on repatenting (evergreening) of new form of known element in a drug; held not
patentable; NATCO v. Bayer; where court granted the compulsory license of a high priced drug.

' Windsurfing International v. Tabur Marine 1985 RPC 59 at para 21; See also, Bishwanath Prasad Radhey Shyam v. Hindustan
Metal Industries (1979) 2 SCC 511.

"' State Street Bank & Trust Co. v. Signature Fin. Group, Inc., 149 F.3d 1368 (Fed. Cir. 1998).

12 Mayo Collaborative Servs. v. Prometheus Labs., Inc., 132 S.Ct. 1289, 1296-97 (2012).

3 CLS Bank Int’l v. Alice Corp. Pty., 134 S.Ct. 2347, 2353 (2014).

' Bilski v. Kappos 130 S.Ct. 3218, 3227-29 (2010).
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onto a computer will not show inventive concept, and had a negative impact on software patents in
US. However, in 2016, several decisions made software patents back into business by granting
patents on ‘patents related to a self-referential database’,"” ‘internet content filtering technology’'®
and ‘automatic lip synchronization and facial expression animation using computer-implemented
rules.”!” Therefore, it is pretty clear that US courts would be accepting the idea of Blockchain based
inventions, if they found to incorporated any idea of business in an “significantly more” way, giving
some technical effect. Any technical improvements of Blockchain technology, effecting in
significant improvements, would be easily patentable, should they pass non-obviousness.

EPQ’s approach to software patents is based on the interpretation of such as clause of EPC.
Where EPO, just like Japan and India, does not allow to look into the software without inclusion of
hardware in the claimed invention, which also happen to ‘provide solution to technical problem’.
This is possible in case of technical improvements case of Blockchain inventions. However, it is said
that Novel and non-obvious steps of a business method are very unlikely to be viewed as “technical”
by the EPO in any scenario, even if those business method steps result in beneficial technical
effects.’® The use of new hardware (improved Blockchain technology) having technical character,
regardless of the novelty of business method, may be patentable under EU law given the context it
qualifies non-obviousness requirement.

Whereas Japan, considers the patent eligibility of software and business method patents' on
two steps-

- Is it creation of technical ideas utilising the laws of nature?
-Is the information processing by software specifically implemented by using
hardware resources?

Such inventions must be utilizing a law of nature as a whole, irrespective of the requirement of
utilization of software,”® but does not accept mere presentation of information, or mere propagation
of prior art. Therefore, Japan accepts the patentability of computer implemented inventions in rather

more open way than any other, in the light of March 2016 revised guidelines®'. In India software and

'S Enfish v. Microsoft.

Bascom Global Internet Serv. v. AT&T Mobility LLC, 827 F.3d 1341, (Fed. Cir. 2016. The Federal Circuit found inventive concept
as technological based solution to a problem by carefully looking at BASCOM’s patent claim as a whole rather than just looking
at components of computer and internet technology.

17 McRO, Inc. dba Planet Blue v. Bandai Namco Games America Inc., 120. USPQ2d 1091 (Fed. Cir. 2016).

“Patentability of Software and Business Method Inventions in Europe™ available at: http://mewburn.com/resource/patentability-
of-business-method-and-software-inventions-in-europe-2/ See also, Case T531/03.

An explanation on the eligibility of BM related inventions was added in the revised Examination Guidelines which came into
force in Apr. 1, 2017, and it was clarified that the BM related inventions which include technical features are not necessarily
ineligible.

“...Airrespective of whether computer software is utilized, satisfy the requirement of eligibility for patent without needing being
examined from a viewpoint of computer software.” (Examination Guidelines, Part III, Chapter 1, 2.2)

The revised Examination Guidelines have been applied to examinations on or after April 1, 2016. Available at:
https://www.jpo.go.jp/tetuzuki_e/t tokkyo e/handbook sinsa e.htm
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business methods are not patentable perse, but adopts the same interpretation of such as clause in EU

and allows software and business methods in combination of hardware resources to be patentable if

they pass requirements of patentability: novelty, inventive step and industrial applicability. However,

broad and stricter non-patentability clause of Indian Patent Law leaves very less scope of

patenting,”* than other countries, for the patents related to— combination or arrangement of other

technologies with Blockchain,” technological improvement of Blockchain technology and even

application of generic Blockchain on any business methods—>* unless, such invention is completely

new with new efficacy and non-obvious.

Summing up, patent eligibility of any Blockchain technology can be said to observe following

conditions-

1. New significant technological changes/modification/replacements solving any technical
problem may be patented.” (Software and protocol replacement, which leads in significant
change in the working of Blockchain structure or framework.)

2. Any significant improvements—if more than merely a workshop improvement®® (update
leading to significant performance change or solving a problem.)

3. Any combination of Blockchain technology with abstract business ideas, can only be
patented, as long as, claims prove to be ‘significantly more’ or having solution to a problem
or technical gap in applying Blockchain technology to that abstract idea— something like
EU’s ‘solution to a problem’ approach. (Most of the cases of business ideas using the

Blockchain technology.)

22
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Section 3 of Indian Patent Act has a long list of non-patentable invention expressly barring the patent of (d) the mere discovery of
a new form of a known substance which does not result in the enhancement of the known efficacy of that substance or the mere
discovery of any new property or new use for a known substance or of the mere use of a known process, machine or apparatus
unless such known process results in a new product or employs at least one new reactant. (e¢) a substance obtained by a mere
admixture resulting only in the aggregation of the properties of the components thereof or a process for producing such substance;
(f) the mere arrangement or re-arrangement or duplication of known devices each functioning independently of one another in a
known way.

Section 3 (d) of Indian Patents Act and stricter workshop improvement norms.

See Section 3(d) “...mere use of a known process, machine or apparatus unless such known process results in a new product or
employs at least one new reactant.” Also Section 3 (f) bars “the mere arrangement or re-arrangement or duplication of known
devices each functioning independently of one another in a known way”.

See, Enfish v. Microsoft

See, McRO v. Bandai Namco (Fed. Cir. 2016) where Patent claims were directed to the automatic lip synchronization and facial
expression animation using computer-implemented rules. See also BASCOM v. AT&T.
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IV. Blockchain Receipts and IP Protection
1. Blockchain Receipts: What is and Why Needs Protection?

Blockchain is a merely a digital record keeping mechanism like a ledger which does the
immutable and irreversible record keeping. For example, in Bitcoin, if you transfer an amount, the
information of amount transaction with time shall be recorded in a block, which means the
Blockchain receipts, in Bitcoin’s Blockchain network, contain transaction data in text. For different
other use cases of Blockchain, the data and content would be large, complex and valuable which will
need more stringent protection.

After a long debate, an improvement of Bitcoin came as a strong competitor to Bitcoin, named
Ethereum.”’ Ethereum as an advanced version not only records transaction data but also smart
contracts: self-executable codes based on real life conditions resulting in binding and effective
nature similar to a legal contract— means smart contracts. With advancement in time and technology,
Blockchain has widened the scope of application to many innovative and brilliants business ideas
making the core recording of Blockchain receipts to use variety of contents like financial transaction

2 .. . . 1 . 2
8 codes,? contractual/conditional instructions, *° personal data files,®' evidence files,’

33

data, 2
records,” and also medical records.>* Therefore, the nature of Blockchain has become more crucial
like a database and the variety of different contents makes it difficult for a definite protection. We
will have to analyse the different types of Blockchain receipts to reach to best conclusion. The
significant of them all are: One, text based simple transaction receipts as in Bitcoin or other crypto
currencies, and records like registry; Second, code and conditions as in Smart contracts, which may
range from simple trigger of any contingency to complex ones to create structures like Decentralised
Autonomous Organisations (DAOs); and third, personal data files like picture and videos saved in

Blockchain receipts on Blockchain cloud.

77 https://ethereum.org/ Ethereum is a decentralized platform for applications that run exactly as programmed without any chance of

fraud, censorship or third-party interference.

E.g. Bitcoin and other coins utilising Blockchain.

Self executable codes on Blockchain network is the basis of evolution of Smart Contracts.

Smart Contracts.

"Decentralized Cloud Storage — Storj." https://storj.io/; “File Coin” https://filecoin.io/ and "Sia." https:/sia.tech/. See, also:
Sherman Lee, “Blockchain Is Critical To The Future Of Data Storage -- Here's Why” Forbes June 8, 2018 available at:
https://www.forbes.com/sites/shermanlee/2018/06/08/Blockchain-is-critical-to-the-future-of-data-storage-heres-why/#551dfe033
e9e

2 neR-RGEFHIEGI. BFAR. EURRIREFRESES." https://baoquan.com/. Baoquan.com is the first Blockchain data
attestation service provider.

"RecordsKeeper - Record Keeping & Data Security Platform on ...." https://www.recordskeeper.co/. Accessed 21 Oct. 2018.

3% "Medicalchain - Blockchain for electronic health records.” https:/medicalchain.com/en/. Accessed 21 Oct. 2018.
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(1) Patents and Trademarks: Out of the Scope of Subject Matter

Patents Law protects the rights of inventor in an invention. The Blockchain technology is an
invention, however, the Blockchain receipts— which contain data cannot be patentable as patent law
prohibits patenting of abstract ideas, laws of nature, natural phenomena, mathematical formula,
algorithms, and text information. Therefore, Blockchain receipts are totally out of the purview of
patents. Trademarks Law protects the marks, words, text, colors which are used to distinguish
between the other’s services with an objective to save the confusion on the part of the consumers. If
we look in the situations of Blockchain receipts, they cannot have any such objective or use to cause
confusion or to denote to any goods or services of one from another. And above all the Blockchain

receipts contain unique information each time when the transaction process.
(2) Copyright

Copyright law protects variety of subject matters including: writings, music, art works,
architectures, photographs, paintings, sound recordings, cinematograph works (audio-video works)
and also computer programs and computer databases. The Blockchain receipts, in so far as they
relate to simple transactions, will not be able to receive copyright protection of information/data
contained as simple generic information cannot be copyrighted. The smart contracts are confusing as
they are equivalent to legal contracts on one hand and being computer programs on the other. The
smart contracts, being too general, will lose their originality requirement of copyright law. But
copyright is most helpful in protecting personal data files of any nature of any individual on
Blockchain clouds. And also copyright can well protect other Blockchain receipts if they are being
asked to be protected as database of the Blockchain network. Japan, India and US can cover this

under copyright law however, EU has a sui generis Database law.

(3) Trade Secret and Unfair Trade Competition Law

Trade secrets protects commercially viable secrets or secret information. In Japan, trade
secrets are protected by the Unfair Competition Prevention Act (UCPA).” The object of the trade
secret law is two folds: One, “ensuring fair competition among business operators, and thereby
contributing to the sound development of the national economy.” Second, helping maintain

"standards of commercial ethics."*® Unlike the Japan and US, Indian trade secret law lacks the

35 UCPA Article 2(6) defines a trade secret as: (i) technical or business information useful for commercial activities such as
manufacturing or marketing methods, (ii) that is kept secret; and (iii) that is not publicly known.
3% Jay Dratler Jr., Trade Secrets in the United States and Japan: A
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dignity of a having a statute, and is largely based on contract law dealt by common law principles.’’
The basic requirement of secrecy cannot be find in generic version of public Blockchain as the
transaction are public by nature. However, if the Blockchain is permissioned which non-disclosure
agreements with users/nodes or encrypts information to save it from others, trade secrets might be
useful.

Apart from prohibiting wrongful acquisition, unauthorized use, and wrongful disclosure of
such protected information, Japanese Law also protects against Acts causing confusion of well
known indication, Acts of using famous indication unjustifiably, Acts of imitating the configuration
of goods, Acts invalidating copy management technology, Acts invalidating access management
technology, Acts of infringing domain names, Acts causing misleading, Acts injurious to another

person’s business reputation, which can be helpful for protection of Blockchain receipts.*®

V. Conclusion and Suggestions

Blockchain and Blockchain receipts both require a special attention of law makers, judiciary
and law enforcement. Blockchain inventions are getting patented already at good rates. However,
that also exposes to the risk of patent trolling and also evolution, usefulness and promotion of
Blockchain (by a patent of some portion of technology to render it unusable at large.). The Patent
Offices must be careful in granting the patent. Apart other requirements and checks, patent offices
can also think of taking into consideration the test of operability.” Since Blockchain is open and
most of its parts are being used in different new inventions, Patent offices should care if any patent
which uses Blockchain technology, is not resulting a significant portion of the Blockchain’s basic
technology inoperable for others. The promotion of usefulness of science is best taken care if people
can use the basic technology and improvements are protected as being new and leaving scope for
others to fit in.

Blockchain receipts can be best protected under present copyright law, database protection and

http://digitalcommons.law.yale.edu/yjil/vol14/iss1/3 at page 69.

37 The UK recently implemented the EU’s Directive on 9 June 2018 by the Trade Secrets (Enforcement, etc.) Regulations 2018 (the
“Regulations”). Before this, trade Secrets were already protected in the UK by the common law of confidence and the UK was
seen as something of an exemplar in terms of that protection.

One significant change to note is that the Regulations introduce a statutory definition of “trade secret”. In essence, a trade secret
is information which:

Is secret and not generally known or readily accessible to those who normally deal with the information;

Has commercial value because it is secret; and

Has been subject to reasonable steps to keep it secret.

Ash won Schwan, “Protecting and Exploiting your Trade Secrets in 2018” July 19, 2018 http://www.blplaw.com/expert-legal-
insights/articles/protecting-and-exploiting-your-trade-secrets-in-2018.

38 Article 2(1) of UCPA

3 Bilsky v. Kappos (if the patent of the invention would not lead to preempting others from using the technology.)
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UCPA of Japan. However, a sui generis law can be a good suggestion, given the specificity and width
of the Blockchain technology and as the question of ownership of Blockchain receipts is still a

debatable issue under the classic database protection.
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Part 1 The Blockchain
I. Introduction

Blockchain is one of its own kind of technology that has spread its wings into different
applications beyond Bitcoin. It is transforming the face of the new internet which is both public and
yet secure. If collaborative dynamic web is considered as Web 2.0 then decentralised secure
openness is next Web 3.0, based on the technology of Blockchains. Blockchain is expanding its
influence in all spheres of human life but it is Fintech which is experiencing most changes. The
system of Blockchain was first introduced in Bitcoin, which marked its presence as being world’s
most valued currency. Even though it is merely virtual, its value lies in the fact that it is thousand
times more worthy than US dollar at present. The new coins, Digital Transaction Tokens, Initial
Coin Offerings (ICOs) emerged and encashed the rise of this side of the world of virtual finance.
Since then, Blockchain technology is being adapted in all the possible fields. According to
statistical reports, in June 2018 the word Bitcoin was the 54th most searched keyword on Google',

while in 2017, it was the second most-searched global news term.

This emerging technology has gained its commercial attraction due to its implications in
variety of sectors and law is one of them. Intellectual Property System is one of the areas of law
which has more concern towards this rising tech. In this scenario, big corporates are trying to
encash the technological advancements and modifications in the form of patents to claim exclusive
rights for exploitation. The number of Blockchain Patents is steadily growing as the technology is
being subjected to mass adoption. Recently, Bank of America has applied for a patent at United
States Patent and Trademark Office (USPTO) for safe cryptographic storage. The other side of the
picture can be seen as the increase of commercial interests over this technology may give rise to
patent trolls fueling the patent wars in upcoming years. According to a search done via
TotalPatentOne, USPTO alone has received more than 1200 patent applications related to
Blockchain till date, let alone more than 700 in 2018. Out of these applications, almost 250 has
been granted by USPTO. IBM has almost 4% of patents related to Blockchain according to Google
Patent Database. The same search reflected that a Korean corporate CoinPlug holds around 6.6%,
followed by NITC holdings 5.2% and sister concern nChain holdings 2.8% of patent applications.
The latter two companies are backed up by the Craig Wright, imposter of the founder of

' R. Hudgens, ‘The 100 Most Popular Google Keywords [Infographic]’ (2018), available at: https://www.siegemedia.com/seo/
most- popular-keywords, last accessed 17.8.2018

2 J. Koetsier, ‘Bitcoin Is The Second Most-Searched Global News Term Of 2017’ (2018), available at: https://www.forbes.com/
sites/johnkoetsier/2017/12/13/Bitcoin-is-the-second-most-searched-global-news-term-of-2017/, last accessed 17.8.2018.



Bitcoin-Satoshi Nakamoto (hereinafter referred as “Nakamoto”). The idea of these two companies
is to hold the patent rights for licensing. The big financial corporates like Bank of America and
MasterCards are playing shoulder to shoulder to file more patents than others for
commercialization of the exclusive rights.

The paper keeps in mind the due importance of the Blockchain technology as its multifaceted
use. The idea of protection of innovation under IP law is that innovation needs to be protected for
the wider dissemination and use of the technological innovation for the good of the people. The
balanced approach is advocated by many scholars as excessive protection should not hamper the
basic object of IP law and end up getting overburdening the courts with number of cases making a
case for DoS (Denial of service) for Justice system of the country. Therefore this paper analyses the
extent of IP protection to Blockchain technology in two parts. Apart from dealing with Blockchain
in the first part of the paper, paper analyses the role of IP protection to Blockchain technology with
special reference to Patents Law in second part. The third part of the paper deals with a rather
unconventional question of protection of Blockchain receipts. The paper tries to find out the best
available IP protection to Blockchain receipts and in conclusion presents the finding of any need of
changes of use of any other protection of Blockchain receipts in given system of IP law. The paper
starts with the basic understanding of the Blockchain technology and goes further to the nexus of IP

protection.

I1. What is Blockchain?

Blockchain has been termed as the “new type of information technology, essentially
consisting in a decentralized trustless and transparent public ledger which records any and all
transactions validated by pre-defined consensus among computers participating in the ledger.”
The use of Blockchain technology is such that many has considered it as the evolution of new fier
Internet.*

Blockchain can be described as a breakthrough technology which can disrupt the way the
markets and governments work and can bring massive social and economic change.’ It has been
listed as the world's top emerging technology by World Economic Forum, way back in 2016.°
Since then, Blockchain is the topmost technology attracting people, companies from different

industries and involving researches. “Blockchains are a way of ordering and verifying transactions

* Teodora Draskovi¢ “Blockchain at the European Level” Master’s Thesis (CHARLES UNIVERSITY 2018) p.9
* Wright, P. de Filippi, ‘Decentralized Blockchain Technology and the Rise of Lex Cryptographia’ (2015), SSRN [online] available
at: https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2580664, p. 18-19, 1
> Oliver Cann, These are the Top 10 Emerging Technologies of 2016, WORLD ECON. F. (Jun. 23, 2016), https://www.
] weforum.org/agenda/2016/06/top-10-emerging-technologies-2016/.
1d.



in a distributed ledger, where a network of computers maintains and validates a record of consensus
of those transactions with a cryptographic audit trail"’ In simple words, Blockchain is a kind of
public ledger, where any information can be stored but cannot be changed or modified once stored.
The information/any transaction is backed up and verified by number of public nodes available in
the Blockchain network. The network works with the help of number of people, not with the help
of a central server, thus making it decentralised publicly networked secure system to keep
information. The idea of this information network can be equivalent to a public ledger document to
keep track of transactions not only in finance but also useful to keep records of any field.®

As a digital ledger recording a series of transactions, it is able to record transactions,
contracts, money, and any other series of information in “blocks” of data that are “chained”
together to form a complete history of that asset/transaction, stored on a network of independent
computers (“nodes”). The information/transaction is then cryptographically saved making a trail of
subsequent transactions, which can be used by number of areas alike to make a record of their
assets/activity or management records. Therefore, some authors have even called it a ‘general
purpose technology’.’

Being ‘general purpose’ does not make it vulnerable or less secure. The Blockchain is the
most secure thing known on the internet because it uses the technological combination of hash'®,
cryptographic keys'' (PKI infrastructure) as digital signature and secure forms of blocks of
information which is so tied with other blocks that it creates such chain that it becomes impossible
to modify the earlier transactions without modifying all the blocks and transactions done thereafter.
Since it is public and the records/entries are being shared with the multiple numbers of computer
nodes, they collectively make a system to verify the entry records on networks. Thus making this

system more secure.

7 Seibold, S., & G. Samman. Consensus Immutable Agreement for the Internet of Value. KPMG. 2016. As of 14 March 2017:
https://assets. kpmg.com/content/dam/kpmg/pdf/2016/06/kpmg-Blockchain-consensus-mechanism.pdf at page 2.

§ "Blockchain: Blockchain: the ledger that will record everything of value to humankind" 5 Jul. 2017, https://www.weforum.org/
agenda/2017/07/Blockchain-the-ledger-that-will-record-everything-of-value/. Lemieux, Victoria L. "Blockchain technology for
recordkeeping: Help or hype." Unpublished report (2016) available: https://www.researchgate.net/publication/309414276
Blockchain_for Recordkeeping Help or Hype
Victoria Louise Lemieux, (2016) "Trusting records: is Blockchain technology the answer?", Records Management Journal, Vol.
26 Issue: 2, pp.110-139, https://doi.org/10.1108/RMJ-12-2015-0042

° Kane, Ethan, Is Blockchain a General Purpose Technology? (March 11, 2017). Available at SSRN: https:/ssrn.com/
abstract=2932585 or http://dx.doi.org/10.2139/ssrn.2932585

1% Hash can be compared easily to digital fingerprinting of a file. This is extremely useful when establishing something called
“message integrity”. If two things produce the same hash, we can be pretty confident that the pieces of content are identical. And
two different files can never produce the same hash value. For more info on Hashing see, Liberty York, “What is hashing?”
February 22, 2018 at: https://medium.com/tech-tales/what-is-hashing-6edba0ebfa67

""" A cryptographic key is a string of bits used by a cryptographic algorithm to transform plain text into cipher text or vice versa.
This key remains private and ensures secure communication. A cryptographic key is the core part of cryptographic operations.
Definition from https://www.techopedia.com/definition/24749/cryptographic-key.



II1. Fundamentals of Blockchain Technology

Blockchain technology is the same technology which empowers the world’s most famous
cryptocurrency- Bitcoin. The technology is known for keeping all the transactions of the Bitcoin
safe and then later other uses of smart contracting in other platforms like Ethereum.'?

Blockchain technology was first used by Satoshi Nakamoto— the anonymous creator of Bitcoin
and author of Bitcoin concept paper.”> Nakamoto in his paper explained the concept of Bitcoin
with the help of a distributed ledger based on a shared public network.

All the underlying technological denominations used in Blockchain is not new. They all have been
in existence in one way or other before Nakamoto’s paper. However, The use or combination of
those technologies to run on a network in Blocks was rather a novel idea and even could have been
patentable should Nakamoto had not made his paper public. The Nakamoto’s intention to introduce
the Bitcoin as the anonymous figure may be one of the reasons, why Nakamoto did not opt for
patent protection.

Nakamoto made use of some of the already existing technology in his paper and even gave
due credit by acknowledging them in the reference of paper. The Bitcoin uses combination of
following technologies/known concepts-

1. Distributed ledger system
Hash and time stamping
Private-public key combination (PKI Infrastructure)
Proof-of-concept (Introduced by Adam Back in Hashcash)
Merkle Tree

A

The ledgers were in existence since the time of trade and commerce done by the ancient
civilisations. Public ledgers have been in existence even before the age of computers and internet,
in the cases where the information was to be recorded and maintained as public record or database.
The maintenance of such database was to be entrusted to any authority or person, which could be
reliable enough to keep the true records and maintain them truthfully time to time. For example,
Banks keep the financial and transaction related data of any particular individuals. Therefore, each
transaction or change in data has to go through that trusted authority in order to secure the integrity
and authenticity of data. However, this situation poses two problems—one related to trust issue of
that authority; and second the transaction seeking approval of authority takes time. The Blockchain,

having public ledger entries on one distributed network where the data/records are kept on different

12 "Ethereum Project." https://www.ethereum.org/.
3 Satoshi Nakamoto, "Bitcoin: A Peer-to-Peer Electronic Cash System." Bitcoin (first published in October 2008)
https://Bitcoin.org/Bitcoin.pdf.



nodes— solves these problems. The nodes on the network decentralises the authority among
themselves eliminating any central figure. All the nodes must communicate towards the common
consensus to approve the change or transaction without requiring knowledge of users’ identities, or
trust relationships."*

Internet is most unsecure medium, if used without appropriate secure technology. The
Blockchain uses the Cryptography and Public-private key pair to encrypt data transmission. Public
and private key pair stops the possibility of unauthorized transactions. The Blockchain uses hash
technology' to encrypt and digest the data or records into unique values, so that the unique values
of data could be bind with series of information to be converted into blocks. The basic idea behind
using hash function is to digest the data into smaller unique value to further facilitate an efficient
means for storing and searching for data in a set of records on distributed network. The hash
function is also responsible to keep the security and privacy requirements intact. The hash is the
basic technology which sits on top of digital signatures and makes them one of the secure things.

One of the features which makes Blockchain so popular and game changing is being secure
from hacking. The hash values of the information/records are saved and archived in the blocks of
data in such a manner that it becomes available to public yet cannot be reversed, changed or hacked.
Each block contains the hash value of last block. This it creates a series of chain by which any
block cannot be changed without changing and adding the hash of last block. Which is practically
impossible in present context as it would mean to change all the blocks of the chain and then
redoing them all. Therefore this makes Blockchain an immutable as well as tamper proof. All these
features of the Blockchain makes it the technology for changing the future for real. Additionally,
the use of Blockchain as record keeping ledger is so basic that it can be used in almost all the fields

of the life today.
1. Types and Features of Blockchain

The Blockchain is record keeping ledger which is decentralised, public, cryptographically

secured and irreversible and immutable in nature. The Blockchain actually can be used for any of

' Peters, Gareth W., and Efstathios Panayi. "Understanding modern banking ledgers through Blockchain technologies: Future of
transaction processing and smart contracts on the internet of money." In Banking Beyond Banks and Money, pp. 239-278.
Springer, Cham, 2016. P. 3

“ Nakamoto described how a network of users could engage in secure peer-to-peer financial transactions, eliminating the need
for financial intermediaries and reducing the cost of overseas payments. In so doing, however, Nakamoto described a structure,
termed the Blockchain, along with a communication protocol, which essentially solved the Byzantine Generals’ Problem and
thus enabled the network to achieve consensus without requiring knowledge of users’ identities, or trust relationships.” See Also,
Nakamoto, Satoshi. 2008. Bitcoin: A peer-to-peer electronic cash system

Detailed discussions on the different types of hash function may be found in- Carter, J] Lawrence, & Wegman, Mark N. 1977.
Universal classes of hash functions. Pages 106-112 of: Proceedings of the ninth annual ACM symposium on Theory of
computing. ACM.
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the record keeping activities where information is of public nature. However, this feature can be
turned off with slight modifications in technology of Blockchain. Similarly, other features can also
be changed viz. Public inclusion can be changed into controlled/permissioned access Blockchains
e.g. in case of financial and banking institutes where they wish to keep the transaction authority
limited to their secured and trusted network hence saving the network from compromised nodes.
Here we will discuss some of the features of the basic Blockchain technology with a clause that in
different versions of Blockchain their features may have different standards. This paper deals with

the features universally comprised in a Blockchain network.

(1) Permissionless and Permissioned Blockchains

Blockchains can be categorised into two types of Blockchain networks, depending on the use
of Blockchain in its public and private working environment, and that whether access to the

Blockchain data itself is public or private.

For the first type, there are: Permissionless Blockchains, where anyone can participate in the
verification process, can become verification nodes without any prior permission from network or
network authority. This is the open and original form of Blockchain used in Bitcoin and other coins.
However, Sometimes, Blockchain network is apprehensive of malicious nodes or involves any such
authority which would play a central role for that network administration, they rather adopt the
modified version of public version of Blockchain called: Permissioned Blockchains, where
verification nodes need the permission from central authority or consortium to join the network or
they are preselected for verification process. On the basis of users of the network, The authority

may further customise the permissioned Blockchain into:

* Public Blockchains, where anyone can read and submit transactions to the Blockchain.
* Private Blockchains, where this permission is restricted to users within an organisation or group

of organisations.

In reality, most permissionless Blockchains feature public access, while the intention of most

permissioned Blockchains is to restrict data access to the company or consortium of companies that

16

operate the Blockchain. A permissionless Blockchain protects against a Sybil (i.e.

'® Peters, Gareth W., and Efstathios Panayi. "Understanding modern banking ledgers through Blockchain technologies: Future of
transaction processing and smart contracts on the internet of money." In Banking Beyond Banks and Money, pp. 239-278.
Springer, Cham, 2016. P. 6.



identity-forging) attack'’, as it allows anonymous and pseudo anonymous nodes to join the network
which provides them extra computational power and a larger consensus network.'® However, this
may require any kind of incentive mechanism in order to ensure that verifier nodes are incentivised
to participate.”” Bitcoin,”® for example, provides and incentives to its verifiers- called miners.
Miners in Bitcoin network receive an amount for verifying each transaction, as well as for
publishing a block of transactions.”’ Ethereum®” is another example of permissionless Blockchain.
Ethereum is the platform that offers Blockchain App service using Smart contracts™ over the
Blockchain network and then giving rise to many different projects® based on Blockchain. Thus

Ethereum made Blockchain not only limited to the use of cryptocurrency.

On the other hand, Permissioned Blockchains are more like customised version of public
Blockchain or may be called as purpose-built to maintain compatibility with requirements of its
applications. They can be fully private (i.e. where write permissions are kept within an
organisation), or consortium Blockchains (where the consensus process is controlled by a
pre-selected set of nodes).”> An advantage of a permissioned Blockchain is scalability. And
because of the smaller number of participants, for the customisation sake according to needs, it is
much easier for a group of users to collaborate and alter the rules, or revert transactions. Examples

of permissioned Blockchains include Hyperledger,”® Ripple®’ and others.

See, Douceur, John R. "The sybil attack." In International workshop on peer-to-peer systems, pp. 251-260. Springer, Berlin,
Heidelberg, 2002.

See, Swanson, Tim. "Consensus-as-a-service: a brief report on the emergence of permissioned, distributed ledger systems."
Report, available online, Apr (2015).

Peters, Gareth W., and Efstathios Panayi. "Understanding modern banking ledgers through Blockchain technologies: Future of
transaction processing and smart contracts on the internet of money." In Banking Beyond Banks and Money, pp. 239-278.
Springer, Cham, 2016. P. 6.

"Bitcoin - Open source P2P money." https://Bitcoin.org/. Accessed 18 Oct. 2018.

For more info about Bitcoin mining, see "Bitcoin Mining Definition | Investopedia." Accessed October 18, 2018.
https://www.investopedia.com/terms/b/Bitcoin-mining.asp., See also, https://www.Bitcoinmining.com/ .

"Ethereum Project." https://www.ethereum.org/. Accessed 18 Oct. 2018.

“A smart contract is a computer code running on top of a Blockchain containing a set of rules under which the parties to that
smart contract agree to interact with each other. If and when the pre-defined rules are met, the agreement is automatically
enforced. The smart contract code facilitates, verifies, and enforces the negotiation or performance of an agreement or transaction.
It is the simplest form of decentralized automation.”

"What is a Smart Contract? Auto enforceable Code - Blockchain." Accessed October 18, 2018. https://Blockchainhub.
net/smart-contracts/.

See also, “Smart Contracts: The Blockchain Technology That Will Replace Lawyers” https://blockgeeks.com/guides/smart-
contracts/.

Cryptocurrencies, crowdsale, democratic autonomous organisations and Decentralised Apps through the use of Smart contracts
are few examples for which Ethereum is offering its services.Ethereum has expanded the Blockchain from limitation of
cryptocurrency. See, "Ethereum Project." https://www.ethereum.org/. Accessed 18 Oct. 2018.

"On Public and Private Blockchains - Ethereum Blog - Ethereum.org." Accessed October 18, 2018. https://blog.ethereum.org/
2015/08/07/on-public-and-private-Blockchains/.

"Hyperledger — Open Source Blockchain Technologies." Accessed October 18, 2018. https://www.hyperledger.org/.

"Ripple - One Frictionless Experience To Send Money Globally | Ripple." Accessed October 18, 2018. https://ripple.com/.
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(2) Distributed and Decentralised: Defining Digital Trust

The Blockchain is a kind of database with no centralised server means distributed among the
nodes or computer used in the network. It uses old age peer to peer technology®® for distribution of
ledger data to form a larger consensus. The distributed and decentralised approach makes it work in
an environment without any central authority. The Trustless environment or being without the
central authority is the most important feature of the Blockchain. This is the main thing responsible
for the rise of Bitcoin. The trustless environment actually makes the Blockchain one of the best
known base technology for financial transaction as it eliminates the role as well as timing spent by
the central authority at the same time the consensus of network being used to corroborate and

authenticate the transaction.
(3) Tamper Proof and Irreversible: the S(ec)ure Thing

The most plausible but unwanted thing of internet is that it is always open to security threats.
The most secure operations have been prey to the hands of hackers. Therefore the database
operators always are apprehensive of cyber attacks and therefore spends millions of dollars upon
security.”’ Blockchain is one of the most secure things on internet to keep the immutable records,
which is irreversible and immutable— meaning Tamperproof. This is the reason, Blockchain is
being used by almost all the financial biggest players in their sensitive operations even when the

technology is in its nascent stage only.*
(4) Open and Public: the Open Way
The Blockchain is open by nature. The openness lies in the base of technology, in operation

and in spirit. First, the basic software framework and protocol of Bitcoin- from which Blockchain

emerges- are open. Nakamoto, the inventor of Bitcoin, released a white paper explaining the

8 Peer to Peer Technology (P2P) uses end to end connection network between the two computers to form a network. The P2P
technology was in question in famous cases of copyright violations- Napster (A&M Records, Inc. v. Napster, Inc., 239 F.3d
1004 (2001)) and Grokster (MGM Studios, Inc. v. Grokster, Ltd., 545 U.S. 913 (2005)). For further information See,
Schaumann, Niels. "Copyright Infringement and Peer-to-Peer Technology.” Wm. Mitchell L. Rev. 28 (2001): 1001 and For
information about P2P technology see, Oram, Andy. Peer-to-Peer: Harnessing the power of disruptive technologies. (O'Reilly
Media, Inc., 2001).

2 «A survey conducted by EY found 42 per cent respondents saying they are "willing to invest more than 10 percent of their annual

IT budget on cyber security" See, "CIOs looking at increasing spends on cyber security: ET, Telecom ...." 2 Jul. 2018,

https://telecom.economictimes.indiatimes.com/news/cios-looking-at-increasing-spends-on-cyber-security-ey/64821364.

Accessed 19 Oct. 2018.

"Banking in the time of emerging tech - Express Computer." 18 Oct. 2018, https://www.expresscomputer.in/artificial-

intelligence-ai/banking-in-the-time-of-emerging-tech/29586/. Accessed 19 Oct. 2018.
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Bitcoin comprised of most of the open technologies, innovatively combining them to reach to what
Blockchain is today. Therefore, it adopts Open Source standards in software technology. Second,
The Blockchain technology uses Open standards in use of data and also in participation of nodes.!
The data is open to public like open public ledger, which seems like in compliance with the Open
data. The classic idea of Blockchain is permissionless Blockchain, which actually keeps it even
open for public to join the network as nodes. The idea is just like internet, the greater number of
users, the more robust network would be. And for distributed database network like Blockchain it is

the better to keep it open.
2. Is Blockchain (not) a Database?

The clear fact is that Blockchain is advanced technological version of the public database of
records. In particular, it is not wrong to compare the Blockchain with other traditional transaction
recording technologies, such as databases. According to Merriam-Webster Dictionary, a database
means “a usually large collection of data organized especially for rapid search and retrieval (as by a

32 Blockchain also stores and retrieve transaction data organised on distributed network,

computer).
thus can be said to perform the task of a database according to the definition. However, it is always
contended that Blockchain is not merely a database.”> We have also seen the same in context of
services provided by Ethereum like projects.

The Blockchain technology uses decentralised and distributed network as base feature.
Therefore, we will compare it with distributed databases.*® The objective of a distributed database
is to distribute larger sets of information into smaller pieces for faster information retrieval and

efficient processing. Because of the design of distributed databases and the replication of data

across different nodes, such a database has several advantages:™

e Better reliability and availability, where localised faults do not make the system unavailable;
e Improved performance / throughput;

e Easier expansion.

3

Although, this could be said only in the case of the classic example of Blockchain ie. Bitcoin. The permissioned Blockchain
networks or Blockchain application uses by various organisations may not have the same standards. The use of Blockchain can
be customised according to need. However, The researcher takes into consideration the features of classic Blockchain example—
Open and permissionless as in case of Bitcoin.

"Database | Definition of Database by Merriam-Webster." Accessed October 18, 2018. https://www.merriam-webster.com/
dictionary/database.

"5 ways in which Blockchain is NOT just a slow database. - Medium." Accessed October 18, 2018. https://medium.com/
@chainfrog/5-reasons-that-Blockchain-is-not-just-a-slow-database-55fe9d913578

“The distributed database is, in brief, and integrated database which is built on top of a computer network rather than on a single
computer.” See, Ceri, Stefano. Distributed databases. Tata McGraw-Hill Education, 2017.

Elmasri, Ramez, and Sham Navathe. Fundamentals of database systems. London: Pearson, 2014. Page 882.

32

33

34

35



In every distributed database, however, there is the issue of how modifications to the
databases are made to various participating nodes of network. The traditional way is to use
‘master-slave’ approach, where master database is responsible to make modifications in other
nodes. Which again poses the issues of performance and conflict of data in case of multi-masters.*®
The Bitcoin/Blockchain bridges the gap to these issues by using the common consensus approach
on a purely distributed and autonomous network of nodes, where every node has a copy of database
and has a vote to participate to form consensus for the modification in database.

The Blockchain data is irreversible and immutable in nature, which means it cannot be
changed and modified easily.’” The data of Blockchain will remain forever on the network with a
lengthy history. Moreover, Blockchain is not only a ledger for financial transactions but more than
that. Blockchain can now have and execute smart contracts on the same network using the same
consensus model and records of enforceable codes (contracts). Therefore, Blockchain is a kind of
database but with a lot more potentials to perform even other things. Recent examples of rise of
Initial Coin Offerings (ICOs)*® and Decentralised Autonomous Organisations (DAOs)* shows

that how Bitcoin can change the way system works.
3. Blockchain and The Law

Blockchain and the automation technology is going to be face of tomorrow. Blockchain
technology has no doubt become one of the most promising drivers of innovation and social change
in the past few years. With all the open standards and democratic values incorporated in it, It is
changing the face of the society. It is affecting the FinTech with a change revolution and other

% and hundreds of other

. . . . . . 4
business, with innovative uses. There are some serious business use cases,
projects are developing solutions for different real world problems*'. The Blockchain uses cases

differs from being simple and classic coins and financial industry to complex one like data storage,

% "Ending the Bitcoin vs Blockchain debate | MultiChain." Accessed October 18, 2018. https://www.multichain.com/blog/
2015/07/Bitcoin-vs-Blockchain-debate/.
37 "What is the Difference Between a Blockchain and a Database ?" Accessed October 18, 2018. https://www.coindesk.com/
information/what-is-the-difference-Blockchain-and-database/.
"What Is an ICO? | Bitcoin Magazine." Accessed October 18, 2018. https://Bitcoinmagazine.com/guides/what-ico/.
"Decentralized Autonomous Organization - Ethereum.org." Accessed October 18, 2018. https://www.ethereum.org/dao.
"Enterprise Blockchain: Where is the Business Value? - Medium." 13 May. 2018, https://medium.com/coinmonks/enterprise-
Blockchain-where-is-the-business-value-ead60bbd2cb2. Accessed 19 Oct. 2018.
See, Zile, Kaspars, and Renate Strazdina. "Blockchain Use Cases and Their Feasibility." Applied Computer Systems 23, no. 1
(2018): 12-20. Awvailable at. https://www.researchgate.net/publication/325534791 Blockchain Use Cases and Their Feasibility.
See also, Randall, David, Pradeep Goel, and Ramzi Abujamra. "Blockchain applications and use cases in health information
technology." Journal of Health & Medical Informatics 8, no. 3 (2017). available at: http://www.avidscience.com/wp-content/
uploads/2017/10/Blockchain-applications-and-use-cases-in-health-information-technology.pdf. And also, Karamitsos, I,
Papadaki, M. and Al Barghuthi, N.B. (2018) Design of the Blockchain Smart Contract: A Use Case for Real Estate. Journal of
Information Security, 9, 177-190. https://doi.org/10.4236/jis.2018.93013.
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which ranges to long list of variety of sectors like — finance and payments,** real estate®, crowd
sale, digital tokens, Digital Autonomous Organisations, digital Identity,* supply chains and
tracking,” registry and record keeping,*® IP management,*’ data sharing,”® digital voting,* food
safety, tax regulation and compliance,” medical record keeping and health,’’ wills and
inheritance,’” travels” and Internet of Things (IoTs)>*. Because of the robust model of security
and openness in recordkeeping, Most of the governments of the world has agreed to accept the
Blockchain based operation in a way or other. Gartner and PWC also anticipate that
Blockchain-focused initiatives will generate more than 3 trillion dollars in business value annually
by 2030.%

(1) Blockchain and Code as Law

The Blockchain on one hand is facilitating the law, business and society as an innovative

technology. On the other hand, with such widespread use of this technology has also brought in

K. Fanning and D. B. Centers, “Blockchain and Its Coming Impact on Financial Services,” J. Corp. Account. Finance, vol. 27, no.
5, 2016. http://doi.org/10.1002/jcat.22179.

See, Deloitte, "Blockchain in commercial real estate (CRE) | Deloitte US." https://www2.deloitte.com/us/en/pages/
financial-services/articles/Blockchain-in-commercial-real-estate.html. Accessed 19 Oct. 2018.

Forbes, "How Blockchain Can Solve Identity Management Problems - Forbes." 27 Jul. 2018, https://www.forbes.com/
sites/forbestechcouncil/2018/07/27/how-Blockchain-can-solve-identity-management-problems/.

See, Forbes, "How Blockchain Will Transform The Supply Chain And Logistics Industry." 23 Mar. 2018, https://www.
forbes.com/sites/bernardmarr/2018/03/23/how-Blockchain-will-transform-the-supply-chain-and-logistics-industry/.  And also
Hackius, Niels, and Moritz Petersen. "Blockchain in logistics and supply chain: trick or treat?." In Proceedings of the Hamburg
International Conference of Logistics (HICL), pp. 3-18. epubli, 2017 and DHL trend research and Accenture, “Blockchain in
logistics” (2017) available https://www.logistics.dhl/content/dam/dhl/global/core/documents/pdf/glo-core-Blockchain-trend-report.pdf
V. Lemieux, Blockchain Technology for Record Keeping: Help or Hype?, vol 1. University of British Columbia, 2016.
Available: https://www.researchgate.net/project/Blockchain-technology-for-record-keeping-Help-or-Hype.

"Blockchain and IP Law: A Match Made in Crypto Heaven? - WIPO." http://www.wipo.int/wipo_magazine/en/2018/01/article
0005.html. Accessed 19 Oct. 2018.

Olnes, Svein, Jolien Ubacht, and Marijn Janssen. "Blockchain in government: Benefits and implications of distributed ledger
technology for information sharing." (2017).

Hjalmarsson, Friorik P., Gunnlaugur K. Hreioarsson, Mohammad Hamdaqa, and Gisli Hjalmtysson. "Blockchain-Based E-Voting
System." In 2018 IEEE 11th International Conference on Cloud Computing (CLOUD), pp. 983-986. IEEE, 2018. And also
Barnes, A., C. Brake, and T. Perry. "Digital Voting with the use of Blockchain Technology." Team Plymouth Pioneers—Plymouth
University (2015). available : https://www.economist.com/sites/default/files/plymouth.pdf

Deloitte, "Blockchain technology and its potential in taxes" https://www?2.deloitte.com/content/dam/Deloitte/pl/Documents/
Reports/pl Blockchain-technology-and-its-potential-in-taxes-2017-EN.PDF. and PwC, "How Blockchain technology could
improve the tax system" https://www.pwc.es/es/home/assets/how-Blockchain-could-improve-the-tax-system.pdf.

31 R. Krawiec, D. Housman, M. White, M. Filipova, F. Quarre, D. Barr, A. Nesbitt, K. Fedosova, J. Killmeyer, A. Israel, and L.
Tsai, “Blockchain: Opportunities for Health Care.” NIST Workshop on Blockchain & Healthcare, Aug. 2016. Available:
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/public-sector/us-Blockchain-opportunities-for-health-care.pdf
"Write your will into the Blockchain | Law | The Times." 2 Aug. 2018, https://www.thetimes.co.uk/article/write-your-will-
into-the-Blockchain-9s365dfkw. Accessed 19 Oct. 2018.

M. Izmaylov, P. Anderson, A. Lemble, and J. Vysoky, A Practical Application of Blockchain for the Travel Industry. 2018.
Available: https://windingtree.com/#downloads.

M. Conoscenti, A. Vetro, and J. C. De Martin, “Blockchain for the Internet of Things: A Systematic Literature Review,” in
IEEE/ACS 13th International Conference of Computer Systems and Applications, 2016, pp. 1-6. https://doi.org/10.1109/
AICCSA.2016.7945805. See also, K. Christidis and M. Devetsikiotis, “Blockchains and Smart Contracts for the Internet of
Things,” IEEE Access, vol. 4, pp. 2292-2303, 2016. https://doi.org/10.1109/access.2016.2566339

"Blockchain is here. What's your next move? - PwC Channel Islands." https://www.pwc.com/jg/en/publications/Blockchain-is-
here-next-move.html. Accessed 19 Oct. 2018.
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issues of law and policy of such use, on surface. For example- Cryptocurrency and Blockchain has
brought tax evasion and other legal implications as recognised by one European Parliament Policy
document requested by the European Parliament's Special Committee on Financial Crimes, Tax
Evasion and Tax Avoidance.”® Furthermore, ICOs and digital tokens has raised concerns under
securities laws and regulations,”’ which also highlighted the tussle of US SEC (Securities and
Exchange Commission) to cover the ICOs within the ambit of SEC regulations.”® The data storage
on the Blockchain facilitates immutable data, which is boon for critical data recording while it is
bane for the law enforcement against the data violating laws e.g. Child pornography and
Intellectual Property violations. Similarly, Blockchain can effectively manage the IP registry and
validation to help the IP offices of the governments but at the same time the system, literature and
other virtual properties of Blockchain world needs the IP and other legal protection of the Law and
also needs policies for effective implementation of such protections.

There is a strong sense of appeal in the intersection of law and technology. Technology
changes the course of society and even sometimes creates new courses and sometimes makes old
laws redundant. While at the other hand laws always makes the way to produce more beneficial and
acceptable use of technology through regulation. In the new era of computing and networking, the
idea of technology is more powerful in the same context as it could be seen regulating (helping the
enforcement of laws) through codes. In the same course, some scholars have gone to extent of

contending that the code can be the next law.” Professor Lessig of Harvard Law School finds code,

> Houben, Robby, and Alexander Snyers. "Cryptocurrencies and Blockchain: legal context and implications for financial crime,
money laundering and tax evasion." (Policy Department for Economic, Scientific and Quality of Life Policies, EU parliament
2018). Available;
http://www.europarl.europa.eu/cmsdata/150761/TAX3%20Study%200n%20cryptocurrencies%20and%20Blockchain.pdf
57 "China Securities Regulatory Commission Pushes for Blockchain-Based Finaitial Infrastructure" 12 Jul. 2018, https://cryptoslate.
com/china-securities-regulatory-commission-pushes-for-Blockchain-based-financial-infrastructure/. Also see Jeffrey Neuburger
“Australian Securities Exchange Announces Decision to Implement Blockchain-Based Clearing and Settlement System
” Blockchain and The Law (December 7, 2017) https://www.Blockchainandthelaw.com/2017/12/australian-securities-exchange-
announces-decision-to-implement-Blockchain-based-clearing-and-settlement-system_
8 "SEC Speaks on Initial Coin Offerings: Tokens May Be Securities - Proskauer." 28 Jul. 2017, https://www.proskauer.com/
alert/sec-speaks-on-initial-coin-offerings-tokens-may-be-securities. Dave Michaels and Paul Vigna, “SEC Chief Fires Warning
Shot Against Coin Offerings” Wall Street Journal (Nov. 9, 2017) available: https://www.wsj.com/articles/sec-chief-fires-
warning-shot-against-coin-offerings-1510247148?mg=prod/accounts-wsj. See also: Louis Rambo and Trevor Dodge, “Further
SEC action and guidance with respect to ICOs and cryptocurrencies” Blockchain and The Law (December 11, 2017) available:
https://www.Blockchainandthelaw.com/2017/12/further-sec-action-and-guidance-with-  respect-to-icos-and-cryptocurrencies/.
SEC Co-Enforcement Directors Stephanie Avakian and Steven Peikin and CFTC Enforcement Director James McDonald issued
a joint statement regarding virtual currency enforcement actions. The statement establishes that “the SEC and CFTC will look
beyond form, examine the substance of the activity and prosecute violations of the federal securities and commodities laws,”
especially as it relates to addressing violations and bringing actions to stop and prevent fraud in the offer and sale of
cryptocurrencies. “Joint Statement by SEC and CFTC Enforcement Directors Regarding Virtual Currency Enforcement Actions”
US SEC (January 19, 2018) available: https://www.sec.gov/news/public-statement/joint-statement-sec-and-cftc-enforcement-
directors
Patrick Murck, “Code is Law?” July 5, 2014 available at: http://virtuallylaw.com/code-as-law ; See also, Alyssa Hertig, “Code as
Law: How Bitcoin Could Decentralize the Courtroom” Motherboard July 3, 2014 available at: https://motherboard.vice.com/
en_us/article/vvb79d/code-as-law-how-Bitcoin-could-decentralize-the-courtroom
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not as law, but as regulator in cyberspace.® Giving due importance to code, he submits:®'
“This regulator is code— the software and hardware that make cyberspace as it is.

This code, or architecture, sets the terms on which life in cyberspace is experienced. It

determines how easy it is to protect privacy, or how easy it is to censor speech. It determines

whether access to information is general or whether information is zoned. It affects who sees
what, or what is monitored. In a host of ways that one cannot begin to see unless one begins
to understand the nature of this code, the code of cyberspace regulates.”

However, the context of Blockchain is different.®” It is not only a code based technology,
rather providing platform to implement laws and contracts through the smart contracts. Therefore,
it helps in upholding the lines of laws through codes, the way something different as the above
scholars argue. Based on the same notion considering Blockchain technology as regulatory
technology, Filippi and Hassan® write that “code is assuming an even stronger role in regulating
people’s interactions over the Internet, as many contractual transactions get transposed into smart

4
contract code.”®

(2) Protection Under Law

The other side of the story is that law comes to regulate the conduct of people to uniformly
enforce the well acceptable norms of the society or socially good norms, in the society at large.
Lawyers and Legal scholars have been fascinated by new technologies® and they rush to examine
the legal implications as the new technology is surfaced.®® The law is enlarged enough to provide
needed protection through justifiable means either by interpreting the existing laws or by
implementing new laws. Scholars address the gaps to fill with legal suggestions. The Blockchain is
one such area of technological development which poses many legal implications, where law is

working to extend its protection.

80 1 essig, Lawrence. "Code is law." The Industry Standard 18 (1999) redistributed in Harvard magazine at https://harvardmagazine.
com/2000/01/code-is-law-html See also his classical work on the similar theory, Lessig, Lawrence. Code and other laws of
cyberspace. (2000)

o' Ibid.

82 For critique of Lessig’s theory, not from Blockchain perspective but in general, See GUTWIRTH S., DE HERT P. & DE

SUTTER L., ‘The trouble with technology regulation from a legal perspective. Why Lessig’s ‘optimal mix’ will not work’ in

BROWNSWORD R. & YEUNG K., Regulating Technologies, Oxford, Hart Publishers, 2008, 193-218.

De Filippi, Primavera, and Samer Hassan. "Blockchain technology as a regulatory technology: From code is law to law is code."

First Monday 21, no. 12 (2016).

* Ibid.

5 Moses, Lyria Bennett. "How to think about law, regulation and technology: Problems with ‘technology’ as a regulatory target."

o Law, Innovation and Technology vol. 5, no. 1 (2013): 1-20. P. 1
1bid.

[3

bl



4. Blockchain and Intellectual Property

The technological advancements offered by Blockchain promise wide ranges of use in a
variety of sectors and legal areas, including intellectual property (IP) law. And being a new
technology concerning the other virtual properties, IP law protection extends to it.*” Therefore,
relationship of Blockchain and IP Law is mutual. Blockchain can be considered as the Yin and
Yang of Chinese mythology with respect to IP Law. It is the technology which needs IP protection
today,”® which has the potential to protect IP and implement IP law effectively.” A lot of
literature can be found on the use of Blockchain for IP management.”’ As the topic is out of scope
of the paper would deal with other aspect of Blockchain and Intellectual Property i.e. IP protection
of Blockchain technology. Blockchain technology, its different use and by-products may get
different IPs protection than only the patents. As Blockchain deals mainly with data, it has many
interfaces with virtual property of data and some of IP laws. However, it poses different questions
and issues with each one of them, in dealing with different areas. Therefore, the issue of
Blockchain and IP protection is multifaceted. The paper would look into the two of them. One,
Paper would investigate relation of Blockchain inventions with patents law and its applicability on
the issues of inventive steps and non-obviousness due to its very close proximity with software and
business model patents. Second, Paper would talk about Blockchain receipts’’ and investigate to
extend the appropriate IP law protection to the Blockchain. The question would be which IP law
shall be best providing the protection to Blockchain receipts in absence of any effective laws
concerning the ownership. The discussion would also lead to question of ownership of data residing

on the Blockchain network.

67

According to WIPO databases, there were 406 applications for Blockchain patents in 2017.
68

See for example a very recent patent application, US Patent Application No. US 2018 / 0285996 for METHODS AND
SYSTEM FOR MANAGING INTELLECTUAL PROPERTY USING A BLOCKCHAIN published on October 4, 2018

For e.g. Blockchain-based solutions to foster the operation of IP offices, reinforce customs procedures in detecting counterfeit
products, and enhance the efficiency of IP rights management by the right holders efc. for more information See, Giirkaynak,
Goneng, Ilay Yilmaz, Burak Yesilaltay, and Berk Bengi. "Intellectual property law and practice in the Blockchain realm."
Computer Law & Security Review 34, no. 4 (2018): 847-862; See also, European Commission. "Report on EU customs
enforcement of intellectual property rights: Results at the EU border 2016." (2017).

See, Riviére, Jean-Maxime. "Blockchain technology and IP—investigating benefits and acceptance in governments and
legislations." JUNIOR MANAGEMENT SCIENCE 3, no. 1 (2018): 1-15; Zeilinger, Martin. "Digital art as ‘monetised graphics’:
Enforcing intellectual property on the Blockchain." Philosophy & Technology 31, no. 1 (2018): 15-41 See also, Savelyev,
Alexander. "Copyright in the Blockchain era: Promises and challenges." Computer Law & Security Review34, no. 3 (2018):
550-561.

By the term Blockchain Receipts, researcher means The data records or transaction data which actually remains on the
Blockchain network to form the transaction history or the record database. It can be well compared to any registry or transaction
database of any server being used by the authority in present time. With the coming of big corporations and different startups and
their organisations using information at large and as database, it is pertinent to ask which IP law should extend protection to it as
copyright seems to be overburdened with providing loose protection to rights of subject matters of different strata.
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Part 2 Blockchain and Patents
IV. Patents Law and Blockchain Inventions
1. Basics of Patent Law

Patent Law is the branch of the Intellectual Property (IP) protection which concerns with the
innovations (satisfactorily being novel and involving inventive step to at par with level of invention
required under the law) and inventions.”” The Patent law provides exclusive protection and
ownership to creator patented invention for 20 years.”” The patent law does not protect idea rather
in new, useful way of using it in an invention. The purpose of the patent law is to protect and
encourage fair competition in field of technology so as to “promote progress of science and useful
Arts”, by granting the new and innovative inventions an exclusive status of patent. For this US law
allows “anything under the sun” to be patentable so long as they follow other requirements of being
invention and does not fall within the exception. Similarly, Japan considers anything patentable
invention if that is "the highly advanced creation of technical ideas utilizing the law of nature".” Thus both
countries have open and broad approach for patentable inventions, unlike the India and EU law where any such

language is not found. However, This practically does not make any harmful effect.
(1) US

Section 101 of title 35, United States Code, provides:

Whoever invents or discovers any new and useful process, machine, manufacture, or
composition of matter, or any new and useful improvement thereof, may obtain a patent
therefor, subject to the conditions and requirements of this title.

Therefore, basic the patent requirements are being new and useful or new and useful
improvements of any process, machine, manufacture or composition of any matter. These
requirements have been expanded further in § 102 (novelty) § 103 (nonobviousness) along with §

112 (specification), which must be satisfied.”

2 Indian Supreme court in Bishwanath Prasad v. H.M. Industries AIR 1982 SC 1444 observed that fundamental principle of patent

law was to grant a patent only for an invention which must be new and useful. The thrust is only on novelty and utility. However, the
invention must not be mere workshop improvements. See, Windsurfing International v. Tabur Marine 1985 RPC 59 at para 21.
TRIPS Agreements provides: The term of protection available shall not end before the expiration of a period of 20 years counted
from the filing date (Article 33).

Europe in Article 63 (1) of European Patent Convention (EPC) and US in 35 U.S.C. § 154(a)(2) incorporates the same. Section
53 of Indian Patents Act,1970 and Article 67 (1) of Japanese Patent Act have the same provisions in India and Japan, respectively.
Article 2 of Japanese Patent Act

> Bilski v. Kappos, 561 U.S. 593, 602, 95 USPQ2d1001, 1006 (2010).
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The subject matter eligibility is the first and foremost requirement to obtain patent. Under US
law it requires, two things to be satisfied. First, invention must fall within one of the four categories
given under § 101 (i.e., new and useful process, machine, manufacture, or composition of matter);
and second, invention must not fall within any of judicial exceptions.”

New and useful process and machine can satisfy the requirement if they have been
sufficiently improved or different than the previously known process or machine or have been
distinguishably useful or improved than the previously known counterpart.

In addition, any invention cannot be patented if they recite merely abstract ideas, laws of
nature or any natural phenomena (anything occurring in nature). These restrictions form the part of
judicial exceptions. For example, the famous clone Dolly, although being a major breakthrough in
science, could not receive patent protection.”’ The court in re Roslin Institute, relied on
Chakrabarty” in holding the claims ineligible because “Dolly herself is an exact genetic replica of
another sheep and does not possess ‘markedly different characteristics from any [farm animals]

: 79
found in nature.”

Whereas in Chakrabarty, court granted patent eligibility to a genetically
engineered bacterium on the reasoning that bacterium was not a “product of nature”, rather a
modified version of that.*

The basic idea behind making abstract ideas, laws of nature and natural phenomena as
exception, is that these are the fundamental tool of the scientific and technological research and
experiments and patenting of these would impede the progress of ‘usefulness of science and Arts’.

. . 1
However, the inclusion of “IP clause”™®

in the United States (US) Constitution has made patent law
a recipient of higher protection and so has given courts. Therefore, Courts in US while enumerating
these judicial exceptions, have refrained themselves from reaching to a state of providing blanket
exceptionalism or in other words absolutism to these exceptions. Courts have relieved the
absolutism time to time by introducing tests and checks to reconsider the patentability even if any
invention falls within these categories of exception. The exception is not considered if any

invention falls within any of the exceptions but is found to have incorporated inventive step and

76 «__unless the claim as a whole includes additional limitations amounting to significantly more than the exception.” Alice Corp.

Pty. Ltd.v. CLS Bank Int'l, 573 U.S. _, 134 S. Ct. 2347, 2354,110 USPQ2d 1976, 1980 (2014) (citing Ass'n for Molecular
Pathology v. Myriad Genetics, Inc., 569 U.S. _, 133 S. Ct. 2107, 2116, 106 USPQ2d 1972,1979 (2013).
" In re Roslin Institute (Edinburgh), 750 F.3d 1333, 1336, 110 USPQ2d 1668, 1671 (Fed. Cir. 2014).
% Diamond v. Chakrabarty, 447 U.S. 303, 206 USPQ 193 (1980).
" Supra Roselin.
8 The Supreme Court found that genetically engineered bacterium was a “manufacture” and/or a “composition of matter” and held
modified bacteria as patentable because the patent claim was not to a “hitherto unknown natural phenomenon,” but instead had
“markedly different characteristics from any found in nature,” due to the additional plasmids and resultant capacity for degrading
oil.
Supra Chakrabarty 447 U.S. at 309-10, 206 USPQ at 197.
Article I, Section 8, Clause 8, of the United States Constitution grants Congress the enumerated power "To promote the progress
of science and useful arts, by securing for limited times to authors and inventors the exclusive right to their respective writings
and discoveries." See, Oliar, Dotan. "The origins and meaning of the intellectual property clause." Retrieved from https://
cyber.law.harvard.edu/ip/oliar_ipclause.pdf (2004).
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»82 There has been cases

usefulness in a unique way, making the invention “significantly more.
where courts have expressed that invention cannot become ineligible just because it was found to
be in judicial exception.** An application of an abstract idea, law of nature or natural phenomenon
may be eligible for patent protection if the claim recites additional elements that amount to
significantly more than the judicial exception.® Therefore, it can be said that the idea of
constitutional protection of IP works in US. Patent law in US is wide enough to include most of the
inventions in the patent eligible category. The prohibition on patenting abstract ideas has often been
applied to software-based innovations.® However, the Supreme Court observed that “at some level
all inventions ... embody, use, reflect, rest upon, or apply ... abstract ideas.” Given the intangible
nature of the technologies that power our digital economy, many innovations relevant to our
information age such as software programs may be patent-ineligible as “abstract ideas.””’

However, Even if an invention is found patent eligible; means crosses the first step, must
fulfill the second step of statutory requirement of patentability before it could receive patent. These

requirements are utility, novelty, nonobviousness, and adequate disclosure.*
(2) Japan

Article 2 (1) of the Japanese Patent Act defines "Invention" to cover “highly advanced
creation of technical ideas utilizing the laws of nature.” Surprisingly, Old Japanese Patent Act
defined "a product" to be practically used as a tangible body. Hence, it was not always clear that a
computer program or other such modern day processes being largely intangible in nature can be
protected by the Patent Act. However, after a great demand for more clear and strong protection of
software related patents, the 2002 Amendment of Patent Act was enacted. The 2002 Amendment
provides "an invention of a product" includes a computer program, etc.*” Further, the 2002
Amendment provides definition of "computer program, etc." to mean a “computer program (a set of

instructions given to an electronic computer which are combined in order to produce a specific

82 Alice Corp., 134 S. Ct. at 2354,110 USPQ2d at 1980; Mayo Collaborative Servs. v. Prometheus Labs., Inc., 566 U.S. 66, 71, 101
USPQ2d 1961, 1965 (2012).

8 Alice Corp.,134 S. Ct. at 2354, 110 USPQ2d at 1980-81 (citing Diamond v. Diehr, 450 U.S. 175, 187, 209 USPQI, 8 (1981)).
See also Thales Visionix Inc. v. United States, 850 F.3d. 1343, 1349, 121 USPQ2d 1898,1902 (Fed. Cir. 2017) (“That a
mathematical equation is required to complete the claimed method and system does not doom the claims to abstraction.”).

** Mayo, 566 U.S. at 72-73, 101 USPQ2d at1966.

8 Marc Kaufman, PATRICK MURCK and JAMES MURDOCK, "A Blockchain Innovator's Guide to IP Strategy, Protecting
Innovation & Avoiding Infringement" (THE BLOCKCHAIN INTELLECTUAL PROPERTY COUNCIL, 2018) available at:
https://digitalchamber.org/wp-content/uploads/2018/03/Blockchain-Intellectual-Property-Council-White-Paper-Electronic-FINA
L.pdf..

86 Mayo Collaborative Servs. v. Prometheus Labs., Inc., 566 U.S. 66, 71 (2012).

87 Supra Innovator’s Guide.

88 Lefstin, Jeffrey A. “The three faces of Prometheus: A Post-Alice Jurisprudence of Abstraction” NCJL & Tech. vol. 16, 647
(2015). Page 649.

% Article 2, Paragraph 3, Item 1, Japanese Patent Act



result) and any other information that is to be processed by an electronic computer equivalent to a
computer program.”90

Japanese Patent Law requires any invention to be novel,’' industrially applicable’® and
involving inventive step.”> The Japanese Patent Act provides that an invention which is industrially
inapplicable cannot be patented. An invention which does not meet the requirement of "industrially

"

applicable invention" includes "an invention which is impractical to utilize as a business", "an
invention which practically cannot be actually performed", and "medical acts".** Medical act
includes ‘an invention of performing a surgical operation on a human’, ‘a method of performing a
medical treatment’ or ‘a medical diagnosis on a human’. The position is similar to Indian Patents
Act’s section 3 on non-patentable inventions. However, in Japan it is not by law rather by
examination guidelines of Japan Patent Office (JPO). According Japanese Patent Law novelty’
means other than publicly known’® or worked inventions’’ and invention described in a distributed
publication.”

Another requirement of inventive step as given in, Article 29, Paragraph 2, Patent Act
provides as follows. "Where, prior to the filing of the patent application, a person ordinary skilled
in the art of the invention would have been able to easily make the invention based on a publicly
known invention, a patent shall not be granted for such an invention." It is clear from the plain
reading that Japanese Patent Act lays down the criteria of Non-obviousness in the frame of
inventive step, which actually is followed practically at the same stage of examination by

examiners practically. In fact, the Patent Cooperation Treaty, which streamlines the filing process

in its member country, requires that an invention be novel and involve an inventive step, but states

90

Article 2, Paragraph 4, Japanese Patent Act
9

Article 29, Paragraph 1, Japanese Patent Act

Article 29, Paragraph 1, Japanese Patent Act

Article 29, Paragraph 2, Japanese Patent Act

See also, Shuwa, Guidebook for Japanese Intellectual Property System available at: https://shuwa.net/english/information/
2015/0406.html at page 11-12.

Article 29, Paragraph 1, Patent Act, provides as follows: "An inventor of an invention that is industrially applicable may be
entitled to obtain a patent for the said invention, except for the followings: publicly known invention or publicly worked
inventions and invention described in a distributed publication.

Regarding the meaning of "Publicly Known Inventions", the JPO Examination Guidelines explain it as follows. "An invention the
contents of which have been known to an unspecified person without obligation of secrecy results in the "publicly known
invention", irrespective of the inventor's or the applicant's intent to keep it secret

Regarding the meaning of "publicly worked inventions", the JPO Examination Guidelines explain it as follows. "An invention
which has been worked under the conditions where the contents of the invention are to be publicly known or can potentially be
publicly known."

Regarding the meaning of "Distributed Publication", the JPO Examination Guidelines explain it as follows. A "publication" is a
document, a drawing or other similar medium for the communication of information, duplicated for the purpose of disclosing the
contents to the public through distribution. A "Distribution" in the working of "inventions described in a distributed publication"
means placing a publication as defined above in the condition where unspecified persons can read or see it. It does not necessitate
the fact of a certain person's actual access to such a publication.

Shuwa, Guidebook for Japanese Intellectual Property System available at: https://shuwa.net/english/information/2015/ 0406.html at
page 18.
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that being non-obvious is sufficient to involve an inventive step.”
(3) EU

The two most important requirements in European patent law are that, to be patentable, an
invention must be novel and involve an inventive step.'® This is comparable to the US
requirement that the invention must be novel and must not be obvious. However, the EPO has a
different test to implement this. European Patent Law follows “problem to solution approach” to
check invention if it solves a technical problem in a non-obvious way. Solution to problem
approach requires that claimed invention must provide fechnical solution to a technical problem.
So, the technical solution is the key here, not economic or otherwise to qualify this step.

To determine the technical problem, there can be two ways— First is finding the differences
between a problem that is solved by the invention by comparing it its counterparts invention found
in prior art; Second, is to find out that whether that technical solution would be too obvious to be
solved by a person skilled in that science or art. This would make the solution non-obvious, making

the invention so involving an inventive step.
(4) India

Indian Patent Act defines invention means "a new product or process involving an inventive
step and capable of industrial application”,'”" where that product may have improvement over the
older product found in prior art. However, that improvement must not be mere workshop
improvement.'” By the term inventive step,'” Indian law means of technical advancement and
also includes the test of non-obviousness'™ and economic significance. Thus the requirements for
patentability in India are at higher threshold than others as Indian law includes almost all the

criteria, categorically written in law. Courts have also given due consideration to nonobviousness to

% "Rule 65 of the Regulations under the PCT - WIPO." http://www.wipo.int/pct/en/texts/rules/r65.html. "Differences between US
and European patents (in Patents ... - [usmentis." 1 Oct. 2005, http://www.iusmentis.com/patents/uspto-epodift/.

Article 52 of European Patent Convention (EPC).

101 Section 2(j) of the Indian Patents Act, 1970

192" As per Bishwanath Prasad Radhey Shyam v. Hindustan Metal Industries (1979) 2 SCC 511

In order for the subject matter to constitute an inventive step, the alleged invention should be more than a mere workshop
improvement. In case of an improvement patent, the improvement must itself constitute an inventive step.

If the alleged invention, constitutes known elements or a combination of known elements the result must be new, or result in an
article substantially cheaper or better than what existed.

Section 2(1)(ja) of the Indian Patents Act sets out the criteria for patentability and defines 'inventive step' as “a feature of an
invention that involves technical advance as compared to the existing knowledge or having economic significance or both and
that makes the invention not obvious to a person skilled in the art"

"Obviousness does not require absolute predictability of success. All that is required is a reasonable expectation of success"
Ajanta Pharma Limited vs Allergan Inc., ORA/20/2011/PT/KOL, ORDER (No.172 of 2013) Paragraph 93.
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ascertain inventive step'”” in any invention by calling it “coherent thread leading from the prior art
to the obviousness”.'”

Section 3 and 4 of Indian Patent Act draws a long list of non-patentable inventions, longer
than any of the abovementioned countries. The legislature’s intent seems to rule out any possibility
to leave open any area of non patentable option and provide a long list rather than just mentioning
it in three words of abstract ideas, laws of nature and natural phenomena— leaving judiciary out of
scope of interpretation. However, judiciary has also carried the same intent of legislature and kept

the patent regime stricter when the options were in hands.'"’
2. The Blockchain Patent

Blockchain as a technology falls within the scope of patents law, if found novel. However,
the first use of Blockchain— Bitcoin, was never brought under the protection by its founder
Nakamoto. Way back in 2008 and 2009, he published his paper as well as source code of the
Bitcoin base, open to the public. Therefore, it is clear from the fact that basic Blockchain
technology falls outside the scope of patent protection and forms the prior art. However, patent law
does not exclude the patent protection to any improvement if it qualifies the novelty and inventive
step criteria.

The Blockchain technology is the combination of the software technologies and protocols
which works with help of Internet (P2P network), cryptography and implements the idea of basic
ledgering or any innovative business model. For example, storj.io uses the Blockchain network to
store data and at the same time it also issues its own digital token on the same network and storing
model.'”™ Another one, setup to launch in June 2019, Kodak One is an image rights management

platform,'?’

offering a Blockchain solution that offers to protect, distribute and license photographs
on a Blockchain network. VChain Technology''® has filed for a patent for a software-as-a-service
verification system that uses its own proprietary tech and Blockchain on the back-end, which offers

‘unhackable strategic data sharing’, specifically to airlines and passport control services.''' All

15 nthe reasonable expectation of success embedded in the prior art which motivates the skilled person to reach to the invention, is
the most crucial determining factor in ascertaining inventive step" IPAB in Enercon v. Aloys Wobben
[ORA/08/2009/PT/CH,Oder No. 123 of 2013].

196 1d at para 43.

197 See for example, Novartis AG v. Union of India (2013) 6 SCC 1, where Supreme Court of India stopped evergreening of a

cancer drug Gleevec ruling it non patentable under section 3(d) of Patent Act.

"Storj" https://storj.io/.

Kodak One allows photographers to track their work's ownership, rights and license transactions within one common

marketplace. See, “Kodak One” https://kodakone.com/.

"VChain." https://www.vchain.tech/.

Forbes, "Blockchain Startup VChain Is Flying High After Its Royal Seal Of ..." https://www.forbes.com/sites/oliversmith/

2018/05/21/Blockchain-startup-vchain-is-flying-high-after-its-royal-seal-of-approval/.
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these startups uses the innovative business ideas and uses Blockchain as base technology with
slight modification. Now the pertinent question would be to ask that what are the components
which can be patentable in Blockchain technology, as the Blockchain technology is broad enough
to include prior art, software technologies and business methods and all of them have different

level of eligibility criteria in different jurisdictions?
(1) Patent Eligibility and Patentability of Blockchain Patents

Blockchain is software technology and specific protocols using Peer to Peer (distributed)
network on internet combined with some other open algorithms found in prior art like hash,
cryptography, Merkel tree and time-stamping to solve some specific business problems. Leaving all
other open and known technologies and algorithms, we can narrow down Blockchain to be
software based on algorithms, mathematical problems and Business models. Therefore, Blockchain
patents have close proximity with Computer-implemented inventions,''? software patents and
business methods patents. There is an ongoing debate in many countries regarding whether such
computer-implemented inventions are eligible for patent protection. In the U.S., the courts have
rejected a blanket ban on software inventions, but have stated that inventions directed to abstract
ideas are not patentable. Before Alice v. CLS Bank,'” Business method and software patents were

115 116
and had some usefulness.”> The

easy to obtain,''* if idea was not mere idea or concept,
invention as a whole must be useful. Federal court in Street Bank v. Signature'’” held that abstract
ideas are not patent-eligible under Section 101.""® The Court explained that while mathematical
algorithms or calculations on their own are abstract ideas, they may be patent-eligible when applied
practically to produce “useful, concrete, and tangible results”.'" The Federal Circuit held patent
eligible a software invention based on a series of mathematical calculations undertaken by a
computer to transform discrete share data into a final share price. At the same time, court also laid

down the same standards for the business methods patents, making both software and business

"2 EPQ defines computer-implemented invention (CII) to be the “one which involves the use of a computer, computer network or
other programmable apparatus, where one or more features are realised wholly or partly by means of a computer program.”
https://www.epo.org/law-practice/legal-texts/html/guidelines/e/j.htm

'3 Alice Corp. v. CLS Bank International, 573 U.S., 134 S. Ct. 2347 (2014).

114 Chad King, Abort, Retry, “Fail: Protection for Software-Related Inventions in the Wake of State Street Bank & Trust Co. v.
Signature Financial Group, Inc.,” CORNELL L. REV. 85 1118 (2000).

15 Brenner v. Manson, 383 U.S. 519,528-36, 148 USPQ 689, 693-96 (1966); In re Fisher,421 F.3d 1365, 76 USPQ2d 1225 (Fed.

Cir. 2005); In re Ziegler, 992 F.2d 1197, 1200-03, 26 USPQ2d1600, 1603-06 (Fed. Cir. 1993).

The usefulness requirement implies that the description of the invention should describe- (a) determining the function of the

invention,that is, what the invention does when used as disclosed (e.g., the functionality of a programmed computer); and (b)

determining the features necessary to accomplish at least one asserted practical application.

USPTO, MANUAL OF PATENT EXAMINING PROCEDURE 2103 January 2018.

17 State Street Bank & Trust Co. v. Signature Fin. Group, Inc., 149 F.3d 1368 (Fed. Cir. 1998).

"8 1d. at 1374.

" Id. at 1373-74.
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method patents to be rampant in market as USPTO adopted the same in its practice."”® However,
Supreme Court (SCOTUS) revisited ‘machine-or-transformation’ test for patent eligibility in Bilski
v. Kappos,'”! where SCOTUS overruled the Federal court's ruling of Street Bank. The court
concluded that Bilski’s claimed invention dealing with process of protecting against risk of
purchasing energy commodities, was merely an abstract idea— not a patent eligible invention.'*

In Mayo v. Prometheus,123

after two years of deciding Bilski, SCOTUS again determined patent
eligibility; for the biomedical and life sciences patents; using a different ‘two step’ test. The patent
was concerning a method for determining the proper dosage of the drug Thiopurine, where the
issues before the court was to determine if the claim was directing towards any of the three
exception— laws of nature, natural phenomena or an abstract idea. The court adopted two steps
to determine patent eligibility: First, to determine whether the claimed invention is directed towards
any of the exceptions and in case of the it being so, second, to determine that the claimed invention
has something ‘significantly more’ useful than being mere abstract. Same year, federal court
applied Bilski, rather than Mayo test, for a patent for method of managing an insurance policy on
behalf of policy holder and found it ineligible for being abstract idea.'”* Later in year 2014,
SCOTUS in Alice v. CLS Bank'” adopted the Mayo two step test to be applicable in case of
business methods and software patents. In Alice, the inventions in question were several software
patents that used a computer system as a third-party intermediary for calculating settlement risk.
SCOTUS determining patent eligibility through two step Mayo test observed that any claim
directed to one of the three exceptions, is not necessarily patent ineligible. Such claim can still be
deemed patent-eligible, if the claim or the elements of the claim can show that the claim is
“sufficient to ensure that the patent in practice amounts to significantly more than a patent upon the
[ineligible concept] itself.”'*®

The Alice decision had a drastic effect on business and software method patents in US. The
US patent regime, which was considered to be liberal for patents, became stricter just after the

decision.'”” Following Alice, the USPTO issued the 2014 Interim Guidance on Patent Subject

Matter Eligibility to examiners on implementing Alice.'”® By December 15, 2014, there were 36

120" Supra, King at page 1156.

121 Bilski v. Kappos, 130 S.Ct. 3218, 3227-29 (2010).

12 1d. at 3231.

'>> Mayo Collaborative Servs. v. Prometheus Labs., Inc., 132 S.Ct. 1289, 1296-97 (2012).

124 Bancorp Services, LLC v. Sun Life Assurance Co., 154.

125 CLS Bank Int’l v. Alice Corp. Pty., 134 S.Ct. 2347, 2353 (2014).

126 Mayo Collaborative Servs. v. Prometheus Labs., Inc., 132 S.Ct. 1289, 1284 (2012)

127 Christopher Cuneo, Does Not Compute: Is Software Patentable Anymore?, 56 Advocate 37 (2013); Between July 1 and August
15, 2014, there were 830 patent applications related computer-implemented inventions withdrawn from the U.S. Patent and
Trademark Office ("USPTO").

The 2014 Guidance allowed software claims of either "[ilmprovements to another technology or technical field; [i]mprovements
to the functioning of the computer itself; [or m]eaningful limitations beyond generally linking the use of an abstract idea to a
particular technological environment."
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lower court cases— 32 in the district courts and 4 in the Federal Circuit— that cited Alice to
invalidate software patents.'” Federal courts flooded with the decisions, making software and
business method patents ineligible.”** The Alice and the following decisions thereafter, made it
clear simply that taking an abstract idea and implementing it onto a computer will not show
inventive concept.

However, in 2016, a ray of hope was seen through some cases of Federal Circuit, where the
court granted the software patent after applying Alice test."*! In Enfish, v. Microsoft Corp., the
Federal Circuit applied the first CLS Bank step to several patents related to a self-referential
database and found patent eligible, saying claims at issue “[were] directed to a specific
improvement to the way computers operate, embodied in the self-referential table” and hence they
were not abstract.">> in another case of BASCOM v. AT&T Mobility,”” the Federal Circuit applied
the second step of Alice, which actually was not done in Enfish, on a claim of a system for filtering
internet content. The Federal Circuit found inventive concept as technological based solution to a
problem by carefully looking at BASCOM’s patent claim as a whole rather than just looking at
components of computer and internet technology.

In Europe, while software and business method patents are excluded from being patentable'**
per se, such prohibition does not apply for inventions for entire computer systems.'*> The reason
being that software claimed by itself is not excluded from patentability if it is coupled with hardware
(computer system) whose, “technical effect going beyond the "normal" physical interactions between
the program (software) and the computer (hardware) on which it is run.”'*® The test of technical
character is in combination with non-obviousness in EU. To achieve this, the EPO first separates a
claim into what it views as “technical” features and “non-technical” features— i.e. into computer
hardware (physical objects) and software (non-patentable hence non-technical)-- and then determines
technical effect on the basis of the idea that those apparently non-technical features have “technical

character” through either

1% See, Jennifer A. Albert et al., Impact of the Alice V CLS Bank Decision -A Year-End Review, GOODWiN PROCTER: IP ALERT
(Dec. 19, 2014), https://www.goodwinlaw.com/publications/2014/12/impact-of-the-alice-v-cls-bank-decision-a-year end-review

130 see, e.g., Digitech Image Techs., LLC v. Elecs. For Imaging, Inc., 758 F.3d 1344, 1351 (Fed Cir. 2014) (holding that a method
of generating a device profile that describes properties in a digital image reproduction is not patent eligible under Alice); Planet
Bingo, LLC v. VKGS, LLC, 576 F. App’x 1005, 1009 (Fed. Cir. 2014) (holding that a computer-aided method & system for
managing the game of bingo is not patent eligible under Alice); buySAFE, Inc. v. Google, Inc., 765 F.3d 1350, 1355 (Fed. Cir.
2014) (holding that a safe transaction service provider for online commercial transactions with guaranty services that binds the
transaction is not patent eligible under Alice); Ultramericial, Inc. v. Hulu, LLC, 772 F.3d 709, 723 (Fed. Cir. 2014) (holding that
a method to distribute products over the internet via a facilitator is not patent eligible).

1 Enfish v. Microsoft, BASSCOM v. AT&T and See also McRO v. Bandai Namco (Fed. Cir. 2016) Patent claims directed to the
automatic lip synchronization and facial expression animation using computer-implemented rules.

%2 1d. at 1336.

'3 Bascom Global Internet Serv. v. AT&T Mobility LLC, 827 F.3d 1341, 1343-1344 (Fed. Cir. 2016).

13+ Article 52(2) of EPC.

135 While "programs for computers” are included among the items listed in Art. 52(2), if the claimed subject-matter has a technical
character it is not excluded from patentability by the provisions of Art. 52(2) and (3).

136 Decisions in T 1173/97 (Computer program product) of 1.7.1998 and G 0003/08 (Programs for computers) of 12.5.2010.



(1) being capable of causing a change in the physical nature or technical functioning of clearly
technical features, or

(i1) reflecting technical considerations required to carry out the disclosed invention."’

EPO finds out the “technical problem” from prior art’s missing clue and then joins that here with
the technical character thing, while also matching it with non-obviousness feature at the same time to
make it slightly more clear.'*® Once that is done and EPO has found the technical character and gap in
prior art which is being fulfilled with that software and hardware combination, EPO is quite liberal to
issue the software patent. However, that is quite hard in case of business method patents in EU. It is
said that Novel and non-obvious steps of a business method are very unlikely to be viewed as “technical”
by the EPO in any scenario, even if those business method steps result in beneficial technical effects.'*
If the business method is nonobvious and technical using the computer hardware, incase Blockchain
technology in combination with computer resources, still will not be patentable as EPO does not
recognise the technical character merely of non-technical (here, business method) character, even if it
solves technical problem, since it being non-patentable per se. However, if the business method is not
new but it uses a new hardware (improved Blockchain technology) having technical character, it may
be patentable under EU law given the context it qualifies nonobviousness requirement. Therefore for
EU law, the crucial thing would be any such improvement or use of Blockchain technology which
would be proved to be non-obvious.

Japan adopts the same interpretation of the software as that of India and EU and realises the
use of hardware in any of information processing or software patents. The claims must describe
how the software deals with hardware in order to produce “technical effects”. Similarly, Business
method patents are also eligible which include “technical features”. Japan Patent Office (JPO)
considers the patent eligibility of software and business method patents'** on two steps-

- Is it creation of technical ideas utilising the laws of nature?
- Is the information processing by software specifically implemented by using hardware
resources?

Such inventions must utilize a law of nature as a whole, irrespective of the requirement of

utilisation of software.'*' For example - (i) Those concretely performing control of an apparatus, or

7 See e.g. “Examination of computer-implemented inventions at the European Patent Office with particular attention to
computer-implemented business methods”, EPOJ 2007, 594.

138 See e.g. EPO Appeal Board Decision T641/00 as developed by e.g. T531/03 and T125/04.

139 “patentability of Software and Business Method Inventions in Europe” available at: http://mewburn.com/resource/patentability-

of-business-method-and-software-inventions-in-europe-2/# ftn5 See also T531/03.

An explanation on the eligibility of BM related inventions was added in the revised Examination Guidelines which came into

force in Apr. 1, 2017, and it was clarified that the BM related inventions which include technical features are not necessarily

ineligible.

“..rrespective of whether computer software is utilized, satisty the requirement of eligibility for patent without needing being

examined from a viewpoint of computer software.” (Examination Guidelines, Part III, Chapter 1, 2.2)
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processing with respect to the control (e.g. engine control). (ii)) Those concretely performing
information processing based on the technical properties of an object (e.g. image processing).
These examples JPO has used in Examination Guidelines Slide for inventions associated with IoT

2

related inventions, '** it also clarifies that claims corresponding to “mere presentation of

information” shall not be statutory patent eligible '+’

as it falls within the category of
non-patentability under the law. On other hand, claims concerning data structure and structured
data shall be patentable at par with Enfish in US. Therefore it is clear that Blockchain related
claims must lead for such “technical effect”, providing for “technical solution”, have utilised the
laws of nature as a whole in combination with hardware resources— and should not be mere
propagation of prior art (generic Blockchain technology).'**

Given the liberal approach of JPO as compared to Indian strict approach,'® it is highly
probable that Blockchain applications would be easily patented if they could pass the technical
feature test in non-obvious manner. Japan could allow the application of generic Blockchain—if
used differently than the others—under March 2016 revised guidelines'*® which now allows the

new use of same element/product,'*’

if used in an entirely different manner. The situation seems
quite opposite to Indian law where law expressly bars the new use of known elements or mere

combinations of known elements.'*® Therefore, India only allows the new or significantly

142

https://www.jpo.go.jp/tetuzuki_e/t tokkyo e/pdf/iot examination e/01.pdf
143
Id

144 The examination guidelines in chapter 2 part III, clears about various factors in support of the non-existence of an inventive step
and in support of the existence of an inventive step. The factors: Motivation for applying secondary prior art to primary prior art
(Relation of technical fields, Similarity of problems to be solved, Similarity of operations or functions and Suggestions shown in
the contents of the cited invention), Design variation of the primary cited invention, Mere aggregation of prior art; work against
the inventive step while Advantageous effects and Obstructive factors work for the inventive steps. See loT guidelines at p. 30.
Supra note.

Section 3 of Indian Patent Act has a long list of non-patentable invention expressly barring the patent of (d) the mere discovery
of'a new form of a known substance which does not result in the enhancement of the known efficacy of that substance or the mere
discovery of any new property or new use for a known substance or of the mere use of a known process, machine or apparatus
unless such known process results in a new product or employs at least one new reactant. (¢) a substance obtained by a mere
admixture resulting only in the aggregation of the properties of the components thereof or a process for producing such substance;
(f) the mere arrangement or re-arrangement or duplication of known devices each functioning independently of one another in a
known way.

The revised Examination Guidelines have been applied to examinations on or after April 1, 2016. Available at:
https://www.jpo.go.jp/tetuzuki_e/t tokkyo e/handbook sinsa e.htm

Supreme court decision (2014 (Gyo-hi) 356) was made on the request for rescission of the JPO appeal trial decision of refusal,
related to extension of patent term which claims an anti-cancer drug, on Nov. 17, 2015. Surprisingly, Japan Supreme Court laid
down that when an approval of drug with new dosage and administration opens a way for working of patent in terms of that
dosage and administration, the extension of patent term shall be granted. In other words, even though present approval of drug is
the same as prior one in terms of active ingredient and effect, when the both differ from each other in terms of dosage and
administration, extension of patent term shall be granted. (emphasis applied.) See, Overview of the March 2016 revision
https://www.jpo.go.jp/tetuzuki_e/t tokkyo e/pdf/outline guideline patents/outline.pdf at p. 91

Where as in contrast to Japanese Supreme Court decision in 2014 (Gyo-hi) 356 and March 2016 revision of JPO guidelines,
Indian Supreme Court in Novartis v. Union of India, even did not accept minor advancement to the known substance of the same
drug to claim re-patent and turned to the test of significant efficacy in order to pass the test of s 3 (d). The Court held that “the
test of efficacy would depend upon the function, utility or the purpose of the product under consideration...in the case of a
medicine that claims to cure a disease, the test of efficacy can only be ‘therapeutic efficacy’...With regard to the genesis of
section 3(d), and more particularly the circumstances in which section 3(d) was amended to make it even more constructive than
before, we have no doubt that the ‘therapeutic efficacy’ of a medicine must be judged strictly and narrowly”.
See, Lee, Linda L. "Trials and TRIPS-ulations: Indian patent law and Novartis AG v. Union of India." Berkeley Tech. LJ 23
(2008): 281.
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improved (with significant efficacy) products which cannot be obvious to person skilled in the field.
The standard is quite high in India, however, India is moving along to grant the software and
business related patents to reach global standards.

Whether a particular Blockchain invention will be eligible for patenting in a given
jurisdiction will depend on the particular nature of that invention. Technological advancements and
Innovative business methods applying Blockchain technology in a novel way to change current
business practices will likely be patent-eligible. However, simply applying classic Blockchain

technology to known practices will likely be harder to protect.
(2) What can be Patented in Blockchain Technology

From the above discussion it can be deduced that Blockchain is the technology in prior use
already and law prohibits the use of the patenting of anything forming prior art.'* Any
improvements or any combination or use with business model with Blockchain technology may be
patented on the premises of having inventive concept. Since claims related to improvements in
Blockchain technology shall be, by and large, pari materia to BASCOM except for the claims
claiming simple application of classic Blockchain to a business model. The application of
Blockchain technology on any business method includes the modification of Blockchain
technology according to that and therefore, solution to problem or inventive concept in claims of
the invention would also be determined case to case basis.'”” The three ways where Blockchain
technology could be patent eligible are mentioned further— where first two concern Blockchain as

technology patents and last one concerns Blockchain use case patents:

e Although the classic Blockchain technology—as a whole—is open and not patentable, the
new significant technological changes/modification/replacements solving any technical
problem may be patented.”' (software and protocol replacement, which leads in significant
change in the working of Blockchain structure or framework.) e.g. Bitcoin to Ethereum.

e Second, Any significant improvements—if more than merely a workshop improvement—can
be patented."”” (update leading to significant performance change or solving a problem.) e.g.

hiding the data through encryption or data storage on Blockchain network.

14935 USC 102(b); Article 29 of Japanese Patent Act.

130 See all above case where courts have given altogether different reasoning for each deciding case, no matter what the test was
applied. For ex. Enfish uses first step of the Alice only where as BASCOM uses both steps and both qualifies after a series of
cases being denied patent eligibility, after Alice. Before this Bancorp uses Bilsky despite citing Mayo.

151 See, Enfish v. Microsoft

132 See, McRO v. Bandai Namco (Fed. Cir. 2016) where Patent claims were directed to the automatic lip synchronization and facial
expression animation using computer-implemented rules. See also BASCOM v. AT&T.



e Third, Any combination of Blockchain technology with abstract ideas, can only be patented,
as long as, claims prove to be ‘significantly more’ or having solution to a problem in
applying Blockchain technology to the abstract idea, which causes a technological gap—
something like EU’s solution to a problem approach. (most of the cases of business ideas
using the Blockchain technology.) e.g. use of Blockchain in IP management. Here if
Blockchain is being used as IP register, this would be too much simplification of combining
two things and would lead to disqualification but in addition other IP management ideas on a

same Blockchain network would make it to be have inventive concepts.

For US the focus shall be on finding ‘significantly more’, where EU law shall consider the
technical character with high standards of non-obviousness. India and Japan would give due
consideration to inventive step with focus on hardware specific application like EU. Combination
of the known technologies and application of known business idea on Blockchain technology shall
be best patentable in Japan because of lower and liberal standards, whereas, shall be least
patentable in India because of stricter regime. As India even shall not accept mere new use of

o . 153
known technology, combination of known elements and mere improvements of workshop nature.

(3) Issues on Blockchain Patenting
Patent protection, Open source and future innovation

Is patent blocking the innovation rather than ‘promoting the usefulness of science and art’?
The question may have a more tilted approach towards the protection approach to constitutional
protection in US. However, the same questions may have mixed responses when we talk about
Blockchain as open source technology and rather than a technology it is being used a framework
for the change— social, political, economical and otherwise. This may be the first reason that most
of the startup projects have not opted the option of patent protection and have used open standards
as used by the founder Nakamoto himself. The biggest patent players in the Blockchain fields are
the big financial groups; not the startups who are using Blockchain innovatively to facilitate new
services. As they are involving their resources in making use of the innovation of Blockchain
technology rather than carving a space out for exclusive use by taking patent in it. For example—

4

Couger, Inc."* in Japan is developing solutions using trio of Blockchain, Artificial Intelligence

and Internet of Things. However, CEO of Couger accepts open standards rather than going for

153 See section 3 of Indian Patent Act.
154 nCouger Inc.." https://couger.co.jp/..






“transactions on the Blockchain do not have an easy way to contain purchase information that
carries over to the business side.”"”” The receipts were made to keep track of the transaction and
have admissible copy of that transaction, where Blockchain technology is the ledger (an account
register), not a receipt. Blockchain, in financial use cases, may be said to be a record of receipts of
transactions; therefore not a receipt itself. Moreover, In financial use cases, Blockchain does not
even issue receipts (acknowledgement) rather records it publicly to form the open database, from
where acknowledgement of the transaction is self evident. For most of the case, Blockchain receipt
is referred to that transaction data— may be different than transaction information in use cases
other than financial ones— which is saved or forms the part of Block in a Blockchain network.
However, even the term “Blockchain Receipts” construed differently over the internet.'®

The researcher and this research shall take the note of the word “Blockchain Receipts” to
understand the contents used/saved in the blocks of that Blockchain. This is to note that content of
the Blockchain receipts are not always the same— they differ from the case to case, depending on
case use of Blockchain— but their idea of being an intangible data is always the same. Although
the difference of data may lead to different question of originality and intellectual creation and
hence case may also differ for protection provided. For example: transaction data or Smart
contracts have the too general information to be protected by IP law. Contracts, in general, are not
protected. However, Smart contracts use the software code which may fall within: copyright law,
depending upon the standards of originality; and trade secrets law, depending upon the standards of
secrecy. There is also another question to be determined through discussion whether the

Blockchain receipts (BR) are be covered under computer database protection.
2. Need of IP Protection

Now today Blockchain is not limited to the coin or financial transaction. It is taking shape
with some very unique and innovative ideas utilising the Blockchain network,'®" for more than just

financial transaction. Therefore, now the content of Blockchain receipt is also not limited to

3

financial transaction data '® rather it goes to include codes, '® contractual/conditional

139 Chase Smith, “The importance of receipts in Blockchain payment systems” International Business Times February 15, 2018

available at: https://www.ibtimes.co.uk/importance-receipts-Blockchain-payment-systems-1661550.

For example: ReceiptCoin: a Blockchain based startup uses Blockchain to store real world receipts on Blockchain and
converting the real world receipts into immutable digital receipts. And ReceiptCoin terms that digital copy of real world
transaction receipt as Blockchain receipt.

Jonathon Long, "12 Startups Utilizing Blockchain Technology in New Ways” - Entrepreneur." 15 Mar. 2018, https://www.
entrepreneur.com/article/310373..

E.g. Bitcoin and other coins utilising Blockchain.

Self executable codes on Blockchain network is the basis of evolution of Smart Contracts.
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5 6

instructions,'®* personal data files,' evidence files,'*® records,'®” and also medical records.'®®
After some years Blockchain will replace the internet for trustless yet trustworthy record and data
sharing space. Data in Blockchain receipts will not be merely the transaction data, which will be
always public and will need no specific protection. As the data volume and complexity of data will
increase on the Blockchain clouds, data in Blockchain receipts will also need protection. IP law, for
now, seems to be the most proximate medium to protect the data lying in Blockchain receipts.

During the time, reliability from legal world on the Blockchain has increased. Recently, a
Chinese internet court has taken the first step in recognising to accept Blockchain transaction data
as evidence. Hangzhou Internet Court decided that the use of Blockchain technology in evidence
deposition can be legally viable on a case-by-case basis.'® The judge commented:

"The court thinks it should maintain an open and neutral stance on using Blockchain
to analyze individual cases. We can't exclude it just because it's a complex technology. Nor
can we lower the standard just because it is tamper-proof and traceable. ... In this case, the
usage of a third-party Blockchain platform that is reliable without conflict of interests
provides the legal ground for proving the intellectual infringement."

A primary question before the case was whether Blockchain based service can be accepted to
be used as to determine the authenticity of an item of evidence, similarly to a traditional
notarization service.'”” This marked first decision in favour of Blockchain’s acceptability in court
as evidences— which was approved by Chinese apex court in September 2018, recently.'”

Although, questions regarding admissibility of Blockchain receipts have already been questioned in

legal literature before the case.'”
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"Decentralized Cloud Storage — Storj." https://storj.io/; “File Coin” https:/filecoin.io/ and "Sia." https://sia.tech/. See, also:
Sherman Lee, “Blockchain Is Critical To The Future Of Data Storage -- Here's Why” Forbes June 8, 2018 available at:
https://www.forbes.com/sites/shermanlee/2018/06/08/Blockchain-is-critical-to-the-future-of-data-storage-heres-why/#551dfe033
e9e

166 wmom RivsEmFHIEGE. BFARE. EAMRURIPRSEAS. https:/baoquan.com/. Baoquan.com is the first Blockchain data
attestation service provider.

"RecordsKeeper - Record Keeping & Data Security Platform on ...." https://www.recordskeeper.co/. Accessed 21 Oct. 2018.
"Medicalchain - Blockchain for electronic health records." https://medicalchain.com/en/. Accessed 21 Oct. 2018.

Wolfie Zhao, “Blockchain Can Legally Authenticate Evidence, Chinese Judge Rules” CoinDesk June 28, 2018 available at:
https://www.coindesk.com/Blockchain-can-legally-authenticate-evidence-chinese-judge-rules/

According to the judgement, Baoquan uses the Bitcoin and factom Blockchains to hash provided content and store it on a
distributed network.

In an official announcement Chinese Supreme Court declared that:

"Internet courts shall recognize digital data that are submitted as evidence if relevant parties collected and stored these data via
Blockchain with digital signatures, reliable timestamps and hash value verification or via a digital deposition platform, and can
prove the authenticity of such technology used."

Marie Huillet, China’s Supreme Court Rules That Blockchain Can Legally Authenticate Evidence” CoinTelegraph September 7,
2018. Available at:  https://cointelegraph.com/news/chinas-supreme-court-rules-that-Blockchain-can-legally-authenticate-evidence
172 See, Guo, Angela. "Blockchain Receipts: Patentability and Admissibility in Court." Chi.-Kent J. Intell. Prop. 16 (2016): 440;
Wijaya, Dimaz Ankaa, and Dony Ariadi Suwarsono. Securing Digital Evidence Information in Bitcoin. Technical report,
Monash University Melbourne, Australia, 2016.
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3. IP Protection to Blockchain Receipts

The above discussion makes it clear that Blockchain receipts are needed to be protected by
law. The content in the Blockchain receipts is of virtual nature and to some extent intellectual
creation denoting some novelty or originality. However due to dynamic nature of data, the
protection is uncertain. The IP laws have different protections for different types of subject matters.
Researcher will analyse those different protections to find out the most suitable one by
hypothesising the different situations where protection could be made applicable. To address this
the basic and unsettled question of data ownership in the field of information technology also pops
up. The question of ownership poses multifaceted problems: of ownership, of protection, of
enforcement. The idea of application of IP protection here on Blockchain seems to be more of
protectionist approach rather than incentive based philosophy. Startups and companies caring more
about profit or incentive seem to embrace the open philosophy for growth of business.

The question of IP protection can be answered well when classified in two ways: One,when
we see the data of Blockchain receipts as an individual information. And Second, when we deal
them as records of a Blockchain network, more like as database. Database, since can be protected
under copyright law (as in most of the countries- India, US, Japan) or sui generis database
protection (In EU), shall be dealt in the last. First we will see other IP protections as applicable on

individual information of Blockchain receipts.'”

(1) Patents

Patents protects ideas of inventions in express form and prohibited the patenting of abstract
ideas, laws of nature, natural phenomena, mathematical formula, algorithms, text information.
Therefore, Blockchain receipts are totally out of the purview of patents. However, it has been clear
from the discussion of earlier part of the research that any invention having significantly improved
the function of Blockchain receipts, resulting in technical advanced effect, may be patentable.
Blockchain receipts of Smart contracts contain lines of codes based on real world condition, which
may be equivalent to computer program. Even though, such small program shall not able to achieve
the status of patent claims. Therefore, not the smart contracts itself, but technology dealing with

smart contracts may be patentable.

173 Because of the dynamic nature of the Blockchain receipts, Researcher shall use only three types for analysis: transaction data or
records i.e. text information, data files i.e. personal files and Smart contracts i.e. text of executable codes.



(2) Copyright

Copyright protects a wide variety of subject matters: writings, music, art works, architectures,
photographs, paintings, sound recordings, cinematograph works (audio-video works) and also
computer programs and computer databases. Copyright is one of the most used and self applicable
branch of IP laws.

Blockchain receipts contain text or records which are textual information. Copyright applies
to text and written works but requires originality of works.'”* Transaction informations are mostly
automated and so general that it would fail the originality test of copyright.'”> Such information,
which is factual, may be 'original' in the sense that it has never been communicated before, but may
lack 'originality' in the sense that the author made it.'”® Such information, according to Feist,'”’
belongs to the public. Courts have espoused a "creative selection" theory, which required an author
to show a small amount of creativity in order to receive copyright protection.'”® In Blockchain
receipts the copyright not be of any help due to originality, as no such creative selection can be
shown. However, Blockchain applications of cloud storage will have data files in their Blockchain
receipt which can be well protected as long as the content of that data file falls within the ambit of
copyright protection e.g. image file, music audio file or any letter.

In case of Smart contracts, the originality shall be a question on the text content of a legal
contract as the language remains too general without any creativity. But the main concern is that
smart contracts are not merely legal contracts rather actually the self executable or computer
implemented version of that contract terms written in computer codes. Therefore, they would be
governed under the tab of software protection of copyright law. Copyright law does not protect the
functional aspect of the software programs viz. Formatting, functions, logic and algorithm of a
computer program. It only protects lines of code as written from being copied by others. Smart
contracts being lines of code may have been protectable. However, the less and obvious lines to
program a similar factual condition through a smart contract, would be tough to pass originality test,

similar to general information. Therefore, this would be seen from case to case, how creative and

174 Ginsburg, Jane C. "Creation and Commercial Value: Copyright Protection of Works of Information." Columbia Law Review 90,
no. 7 (1990): 1865-938. doi:10.2307/1122769; Kidwell, John A. "Open records laws and copyright." Wis. L. Rev. (1989): 1021;
Durham, Alan L. "Speaking of the World: Fact, Opinion and the Originality Standard of Copyright." Ariz. St. LJ 33 (2001): 791.
See also Alan Durham, Speaking of the World: Fact, Opinion and the Originality Standard of Copyright, 33 ARIZ. ST. L.J. 791,
794-95 (2001).

Gervais, Daniel J. "Feist goes global: A comparative analysis of the notion of originality in copyright law." J. Copyright Soc'y

USA 49 (2001): 949. At page 952.

77 Feist Publications, Inc., v. Rural Telephone Service Co., 499 U.S. 340 (1991).

178 "PFactual compilations, on the other hand, may possess the requisite originality. The compilation author typically chooses which
facts to include, in what order to place them, and how to arrange the collected data so that they may be used effectively by
readers. These choices as to selection and arrangement, so long as they are made independently by the compiler and entail a
minimal degree of creativity, are sufficiently original that Congress may protect such compilations through the copyright laws."
Feist Publ'ns, Inc. v. Rural Tel. Serv. Co., 499 U.S. 340, 348 (1991).
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original written lines of code, in a smart contract is, to receive copyright protection.
(3) Trademarks

The trademarks law protects the brand name, trade dress, name, logo, shape, or color
combination of any product or service. Therefore, the subject matters of trademarks law are varied
and wide in scope however, is also limited due to its object and line of working. The object of
trademarks law is to protect the interest of consumers by distinguishing goods and services of one
from another. So the feature of that distinguishable thing must be related with the trade or service.
Anything which is not causing the confusion in the mind of the consumers, cannot necessarily said
to be under the protection of trademarks— if that does not relate to any trade and service.

The Blockchain is well settled in the world of business and service. However, the data
contained in Blockchain receipts seems to be out of the scope of the trade and service. Smart
contracts containing codes, written texts and data files shall also not be sufficient to receive
trademarks protection, as they would lack the ability to distinguish the trade and service of that

business.
(4) Trade Secret and Unfair Trade Competition Law

In Japan, trade secrets are protected by the Unfair Competition Prevention Act (UCPA).
UCPA Article 2(6) defines a trade secret as: (i) technical or business information useful for
commercial activities such as manufacturing or marketing methods, (i) that is kept secret; and (iii)
that is not publicly known. The object of the trade secret law is two folds: One, “encouraging
individual effort and investment in research and development Second, helping maintain "standards

of commercial ethics."'”’

Unlike the Japan and US, Indian trade secret law lacks the dignity of a
having a statute, and is largely based on common law dealt by contract law principles.'™

Blockchain’s classic version is public Blockchain, which actually does not follow the norms of

' Jay Dratler Jr., Trade Secrets in the United States and Japan: A Comparison and Prognosis, 14 Yale J. Int'l L. (1989). Available
at: http://digitalcommons.law.yale.edu/yjil/vol14/iss1/3 at page 69.

The UK recently implemented the EU’s Directive on 9 June 2018 by the Trade Secrets (Enforcement, etc.) Regulations 2018
(the “Regulations”). Before this, trade Secrets were already protected in the UK by the common law of confidence and the UK
was seen as something of an exemplar in terms of that protection.

One significant change to note is that the Regulations introduce a statutory definition of “trade secret”. In essence, a trade secret
is information which:

Is secret and not generally known or readily accessible to those who normally deal with the information;

Has commercial value because it is secret; and

Has been subject to reasonable steps to keep it secret.

Ash won Schwan, “Protecting and Exploiting your Trade Secrets in 2018 July 19, 2018 http://www.blplaw.com/expert-legal-
insights/articles/protecting-and-exploiting-your-trade-secrets-in-2018.
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secrecy and therefore is out of purview of the trade secret law. However, if private Blockchain is
being used with secrets in its receipts viz. personal records which can be seen by company
employees, who are bind by trade secret clause— the situation can be covered under trade secrets
law and trade secrets law can extend its protection as well. It’s a good applicable law on clause of
secrecy, which would require to pass the test of “usefulness for commercial activities.”'®" The
test shall be passed by determining the content of the information made secret in those receipts, on
case to case basis by courts.

At the same time, Japanese law prohibits wrongful acquisition, unauthorized use, and
wrongful disclosure of such protected information. Therefore, trade secret, if used wisely, can be
able to protect mostly specifically than any other. However, it also has limitation of using private
Blockchain to keep data secret and having useful information.

Article 2(1) of UCPA talks about some other acts to be covered by UCPA to protect business
activities. The relevant acts, which can be helpful in protecting the Blockchain receipts— with

cryptographically secure undisclosed data, are:

(1) Acts causing confusion with well known indication

(i1) Acts of using famous indication unjustifiably

(ii1) Acts of imitating the configuration of goods

(iv) to (x) Unfair acts related to trade secrets

(xi) Acts invalidating copy management technology

(xii) Acts invalidating access management technology
(xiii) Acts gaining domain names illicitly

(xiv) Acts causing misleading

(xv) Acts injurious to another person’s business reputation

(xvi) Unjustifiable use of a trademark by an agent, etc.
4. Database Protection?

Blockchain receipts as individual have seem to have received the protection of some of the
branches of IP law but in certain situations only. Although, Blockchain receipts forming the part of
the database is much more uniform in proving to be the subject matter to one uniform protection i.e.

database protection. The reason is simple that database protection does not concern with the bytes

181 Most businesspeople can readily identify this type of information, which may include technical specifications, formulas, plans,
diagrams, test results and other “hard data” on the one hand, as well as client information, marketing plans and similar types of
information on the other.



of information rather the creative collection of it. From simple factual information to data files, all
can be covered under the protection if arranged in such a manner to show minimum degree of
creativity in creative way.'*> Japanese copyright law, which protects databases (other than
compilations, unlike India), defines Databases means “an aggregate of information such as articles,
numerical values, or diagrams, which is systematically constructed so that such information can be
searched for with the aid of a computer.”'® Databases are considered to be— due to the selection
or systematic construction of information contained therein— constitute intellectual creations and
shall be protected as independent works.'**

However, the protection provided as database poses significant question about ownership of
data and information. Database protection can be invoked by the owner of the database only; sadly
enough, not by the data subject. So data subject, which cannot call himself dealing with database,
cannot take action under database protection. However, what would be the state of ownership if
both parties are dealing with records as database, not as data subject? For Example: Company A is
Blockchain network service provider to Blockchain based startups. A provides Blockchain service
to B— a Blockchain based service provider to end consumer; where B takes data from end
consumers (Data subjects) and saves them on Blockchain network of A through its service. Who

shall be the database owner A or B, where the other party is only data subject and out of the view?

VI. Concluding Thoughts

The Blockchain has really moved towards changing the world,'® though has been termed

. . 186
some times as ponzi scheme or hype.

It's not only the FinTech now. It has creeped into other
areas of society and law. Therefore, law must care and shape the way it should deal with the people.
Law is effectively trying to deal with other things and by taking the help of Blockchain technology.
It should also look to protect business by protecting IP and virtual property of Blockchain system.
The patent protection of Blockchain technology is needed, however, should be carefully. The open

infrastructure of Blockchain can be well nurtured and let grow, when remained open for others to

182 Work means a “production in which thoughts or sentiments are expressed in a creative way and which falls within the literary,

scientific, artistic or musical domain” (Article 2(1)(i) Japanese Copyright Law.

Article 2(1)(xter) of Japanese Copyright Act.

Article 12-2 of Japanese Copyright Act.

Tapscott, Alex, and Don Tapscott. "How Blockchain is changing finance." Harvard Business Review 1 (2017); Tapscott, Don,
and Alex Tapscott. Blockchain revolution: how the technology behind Bitcoin is changing money, business, and the world.
Penguin, 2016.

See, Stafford, Philip, and Hannah Murphy. "Has the Blockchain hype finally peaked." (2016); McLean, Sue, and Simon
Deane-Johns. "Demystifying Blockchain and Distributed Ledger Technology—Hype or Hero?." Computer Law Review
International 17, no. 4 (2016): 97-102; Pisa, Michael, and Matt Juden. "Blockchain and economic development: hype vs.
reality." Center for Global Development Policy Paper 107 (2017); lansiti, Marco, and Karim R. Lakhani. "The truth about
Blockchain." Harvard Business Review 95, no. 1 (2017): 118-127.
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use and grow. The patent players in Blockchain business are big companies using lion’s share to
get exclusive control, a few of which may lead to patent trolling. The idea would be to have norms
stringent to show some technical character with such technical effect, which would be non-obvious.
The claims should also be checked for not using any such broad language as to prevent others from
using any portion of the present technology.

Blockchain receipts are the future fuel of data economy, as the Blockchain world will grow
further. Therefore, Blockchain receipts need proper attention of the legislators and judges. While
Blockchain technology is the base which should be free (less restrictions created by excessive
protection), Blockchain receipts is the fuel— where the real fight would be and thus needs good
protection. It has been clear from the above part of research that patents and trademarks are out of
purview of the protection because of the different subject matter protection. Copyright and trade
secrets under UCPA was able to provide protection with some conditions— which means, unable
to provide protection in circumstances. Therefore, a sui generis law keeping in mind the needs and
different status of Blockchain receipts can be proposed under the industrial property law system.

The Blockchain will flourish with happiness and protection of the people powering it.
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