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D. [[0078] After successful user authentication, device
authentication and key establishment are performed as shown in Fig.

8.

[0079] In step S801, the remote ISIM server 204 verifies that the
remote ISIM client 208 is trusted, and vice versa.

[0080] In step S802, the remote ISIM client 208 and the remote ISIM
server 204 establishes an encryption key between them. After that, a
secure transmission channel (e.g., a Transport Layer Security (TLS)
session) is set up between them using the established key.

Therefore, according to the present embodiment, successful pairing
results in establishment of a TLS session between the remote ISIM
client 208 and the remote ISIM server 204.

[0081] According to the present embodiment, the remote ISIM client
208 and the remote ISIM server 204 perform the device authentication
and key establishment based on a mechanism defined by 3GPP. Using

this mechanism, a shared secret key (called Ks_local _device) is
establ ished between the remote ISIM client 208 and the remote ISIM
server 204. Then, the remote ISIM client 208 and the remote ISIM
server 204 establish the TLS session using the established
Ks_local _device . |
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E. [Encryption is applied to the MAC PDU payload requested by a
selected ciphersuite. Generally, the mobile station and the base
station need a key to perform encryption. Accordingly. in the IEEE
802. 16 standard. a traffic encryption key (TEK) is defined. The TEK
is generated as a random number by the base station. The base
station can transfer an encrypted TEK to the mobile station through
a corresponding TEK encryption algorithm.

- (FhER) - - -

A data service flow through a broadband wireless access network has
a series of quality of service (QoS) parameters, and encryption and
decryption are performed through a traffic encryption key (TEK)
The ITEEE 802.16 standard which supports one of broadband wireless
access systems defines a traffic encryption key (TEK) to protect a
unicast data service.| (3EH221T~4H151T)
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802. 16#EBATIEIINS T4y IMEFEX— (TEK: Traffic
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ﬂ—tﬁ@ﬁ%@#mkh77417 EE{k¥— (TEK) ZF&HL T

['n one aspect of the present invention, a method of generating
a traffic encryption key (TEK) comprises the steps of obtaining a
key parameter during an authentication procedure with a base
station; deriving the authentication key (AK) using the key
parameter; receiving, by a mobile station from the base station, a
first nonce and first security materials for deriving the traffic
encryption key (TEK) ; and deriving the traffic encryption key (TEK)
using one or more of the first nonce, the authentication key (AK) ,
and the first security materials

Also, the nonce is generated using a random number generator by the
base station.

The key parameter includes one or more of a pre-— authentication key
(PAK) ., a pair-wise master key (PMK) . and a pair—-wise master key?

(PMK2) .1 (7E14~ 23ﬁ 8H 4~ 81T)
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TZ 5%,

. (hER)

Ff-, /U REIEMETEHAERESE (Random Number
Genergtor)éﬁ“fﬁﬁti&?é:tﬁf%,WEN5£—7
($, FHIRHFX— (PAK) , RPITALXAIREFI—F— (PMK) RURT
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]

G. [ITable 1 illustrates a method of generating a TEK. [Table 1]

Referring to Table 1, the authentication key (AK) can be generated
using one or more of PAK, PMK and PMK2. Also, the CMAC key and the
HMAC key can be generated using MAC address of the mobile station
and base station identifier (BS ID) . Moreover, the base station can
generate a TEK using a random number and encrypt the TEK using a
KEK. ]| (2 0EB1117~21EH717)

(UER: TTREOR1IE, TEKZERTIAEEERT .

K1%2B95HE, BEEXr— (AK:Authentication
Key)@ PAK, PMK&UPMKZ@DB DUFZF#FHAWTHERT S
ENTEL, F-, CMACFEF—RUHMACH—I[X, AK, BHRED
MAC7 FLARUEMBHMANF (BSI1D) 2ANTERT B EMNTE
b, £, EBIE, EHBZAWVTTEKZ4ERL, KEKZAHAWLWTTEK
ERELT B ENTES, | )

H. [The following Equation 1 represents an example of a method of
generating a TEK, which can be used in the embodiments of the
present invention.



[Equation 1]

(01d, New) TEK=Dot16KDF (AK, (01d, New) Nonce|SAID|TEK, 128)

In the Equation 1, new TEK and old TEK represent TEKs generated
during an initial network entry procedure of the mobile station or a
location update procedure of the mobile station. At this time, the
mobile station and the base station can use an AK, Nonce, and SAID
when generating a TEK.

Referring to the Equation 1, in the embodiments of the present
invention, the AK is used when the TEK is generated. This method is
different from a general method of generating a TEK using a random
number in a base station. The reason that an AK is used in
generating a TEK is to allow the base station and the mobile station
to flexibly and efficiently process a network operation such as
handoff and support a unified method of generating and updating a
TEK.1 (2 7EH1~2017)
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(01d, New) TEK=Dot 16KDF (AK, (01d, New) Nonce|SAID|TEK, 128)

#MFEX1T, FTEK (New TEK), HTEK (OId TEK
I, BEBROWHARY FT—7EARIC, MEEHFRFICEMSINSTEK
E§¢°:@lEKimﬁt%@%&UEm%@AK,/px&USAI

_ &EMT

#HEX12S58IT 5L, BAQE#FITIE, TEKERIZAK
b, chlx, EMENEEDEBZHAWVTTEKZART A ELITHEET
52LTHD, TEKDERIZAKZFERT L LIE, NV FFTDKS%
*y FT— O B RRCRENISHILT 5720 ThHD. §HDSE, —iit
LETEKERRUEHFZXETH-HTHD, 1)

CCT, LEESIAXESICRFSINTNWSIEELZRITT 5,

(7) LEBFD TEMBHEDFIBEETT—/N\SA—2ZEBTT HER] |
rﬁ”nal\7)‘ glj: gﬁ”nm\nl—t#‘_ (PAK) ’\7'7’(7(71’5‘ #‘_
(PMK) RURFPIAXTZRE—%—2 (PMK2) D35—DLUE%ES
LCENTES, | EQEHEMNDT DL,

IR 3121,

“gﬁ%'i Eiﬂ!%t@nmnmﬂ*i—c fi)‘— —C'&—)%)’\7'7’fx71’5‘—
F—PMKEREUPMK2ZER" §5IEMNEBHINTVEEEDOOND,

(1) LEBF®D TRIERF—/N\FTA—FZFZHVWTERIEF— (AK) ZERKT S
EZBJI:‘:!ISJ y rﬁ”nE/\7} glj: gﬁ”nm\nl—t#‘_ (PAK) /{7'74;C7Z
A—%— (PMK) RURF IS RXTRAA—%—2 (PMK2) ®55—>
ULEZEELEMNTES, | EDESHE, LFEGD IER5EF—

(AK: Authentication Key) Il PAK, PMKERU
PMK2D53b5—2LUtEANTAERT R EMNTES, | SOTH, &
U, 3= 1® TAK=Dot16KDF (PMK (+) PMK2, SS MAC Address|BSID|AK, 160) 1 & ®
REMNSTHE,

5| F3CHR 3 (21,
“PMKEPMK2EIZEDIVT, Dot 16 KDFREASIZ K YEREEX—
AKZER” 52 EMNREHINTWSERBOLND,

() LZBHO TCOTEKERBIZEFIRERVEMBIZIAK, / VARD
SAID%#FERATDHENTED, |, TKFEBHOERBITIEX, TEKERK
ICAKZRAWS, | EDE, 2= 1® (01d, New) TEK=Dot16KDF (AK,
(01d, New) Nonce |SAID|TEK, 128) 1 & MEE#H, RV, LEEE®D IBHBRUVE
MECTEEMICEESIEZTSICH>TIEXF— (Key) DRELESHh, Z0
=8I, TEEE 802. 168 #THE M 74 vIESIEX—
(TEK: Traffic Encryption Key)%mﬁ7
%, |, TEHEEERERIATLOSEND—D4XIEITHIEEE
802. 168#(X, A=ZF VYR FT—3H—EXDRED-HIZELS
749 IBEIExF— (TEK) ZFE&EL TS, | BEDEEMNDT D&,

)




B|FASC#k 3 (212,

m&* AKERWTERLE NS 70 v I BEIEX—TEKEHEAL
BUBLEMBMOT -5 Y —EXBEEWELT 57 T2 EHRH

éhfué& 2HLNB.,

(T) UE, (7) ~ (U) TRELEFEZEEFZASE, 5IAXMIIC
g%mwﬁﬁ(uT,rﬂﬁ%%3jth5o)ﬁﬁﬁéh1m6%®t%

e, Em%twm&ﬂ&f INTGA—RATHIRTIAAIRE—
F*—PMKEUPMK 2 %%
PMK&PMKzttgﬁur,Dot16KDF@A(;UMJ#—
AKZAERLL,

PEF—AKZRAWTERLENS 70 v IBBIEF—TEKZFERL
T, B9RLEMBRIODT—39—ERXEEZEELLT SHH%, |

4. %ttt
AFEFBA L SIHKEBHA1 L E&xtT 5,

SIAFBA10O BHIHEREMS | [E, 1 —FRAR USRI FET
THHMD, KREXRBEAD T/A4 X ITHHBT S,

BT BEsksMS | . TEME] RO TAAAH—/N] ([,
—71@ EBETHAIMND, KEHEBAD IRy =0T 0T+«

mﬁﬁ%1®r1 HEREE) . TH#EESEREE) (X, TNENARFERBBAD® MmN
AFBBEEL ., TT7/N\AREBEE) (ICHAETHEITBHALMNTH S,

mﬁ%m1®FPMKJ@ %%MJ(TA4XMJ)I;UW%éhé
BTHAIND, RKEFRBAD TNARBEET—21 ITHET S,

SIAFEBA1D TPMK2] (&, 21— ﬂm&(MA%M&>lxum%én
LBTHHING, RFEHRBED IF 10O (THHT 5,

SIRAFEBA1DO TAK] [, 21— #M&(mkﬁmn K YRGS NT=
B, RV, #I[FPEE (T/NA REED) ITKVYEE éh#ﬁ@ﬁﬁ@ﬂ#bi
&éhéﬁf&é#bxﬁ%mwrt$1U74ﬁjlméié

(2) S|AFEBA1D MFIEEMSI(L, RIEEAAAHY—/N\EI—HFRIEEET
L, YRA—t vy a3 oF—MSK2MNHRTIL ATAEZ—F—PMK 2
FEHERR) $A52EE, REHERBED TS RIZEWTHEREELGAETH
TJ,rﬂ717U7/3/€MJ76Fb®ﬁ(%OMT*JFU )T
T4 T4 EDMABRIEZETL, S10ORBEMBIHIRTYT] L5t
ﬁ?ét L?(1)®@J#%#b¢ét &EiéﬁfﬁLié%m

“FYRIT—OIoT4 T4 EDOMABRIEZETL, F10BEIET
BATYT ThHH DRTHELTWREWRS,

(3) BIAEXBE1 0 TFIEEMSIE, BIEEAAAY—/\EBBRBIIEET
YRA—t Y a3 VF—MSKMLRTIL AIRZ—F—PMKZ%
5L L, Kﬁ%%@rﬁﬁrﬁﬁﬁlgoufmﬁ*JhU 9
F AT A EDRIRTNARDTNA RBIEETL, B20RESD
DL.FIIET ’)"EHEH?'%)XT J7°’C37')’J’C HIJnE%ZO)fL(iHIJnE* J
DIoTATaAaMBEIN, HIJHET/\'(Znhnﬁd)f_&)wﬁf"ﬂliﬂ SikEh
-EIREFE20REESL, T/\AM RBAT—FFHE ?éZTjjjté te
?6& i (1) OBEHERMIDT S L, &i?éﬁfﬁL¢6%®®

“BIEEH v kJ— VLU TATAEDRRT /N ADT /N RFBEEERAT
g%?n4 RIAT—2EREBTHIRTY T THEIATHALTLSEWL
Z%

(4) E&E (1) ISELWTHEELIZESY, 5IAEH1O IPMK 2] IR
FERBAD IE 108 (L, 5IAFEBE 10 IPMK] FAREERAD [T
WA REBEET—5 1 I2HH L, SIAXEBA 10 IA—4585E1 , [THERF5E
[, TNENARFEFEAD MMIAEZE ,rTA4Xm&JIWéT6®

L.
ARk
I“/
7_"_
|~'7

ts
.|.._-|_



T, am%%1(&ufrPMK2J(%1®ﬁ>&FPMKJ(?N4x
PEFT—4R) EICEDWT TAK] 2E&EKT52 L1, rPMKZJ%
=D TIMAZRIE] (A—YFR3E) &, TPMK] %18 étwwfﬁﬁm
El (TINAREBEE) &% “HUHMHIFB” &, ?&b% “INA Cl
B EITHAE S AL, ‘
&oT, S5IHFBE1D IFIEEMS I, BIEEPMKERIEEPMK 2 & I2TED
VT, Dot 1T6KDFBEMICKYERF—AKZERI 52 &1, KEE
FEAD TRIEEE 1 DRBEFIERTNA RBIAET—REICEDNT, RIEEMAE
%&F%£;241mﬁtﬁﬂ4zF?ét#1U74ﬁ€$&¢éZTJ
1

(5) LLEMGL, KREEFEBAESIARKHA X, UTORT—HL, F U
TORTHRET %

(—HR)

[TFINARIZCEWTEMERIBELR AETH - T,

FTYRD—DOIToTAT4EEDOMAZBRIZETL, F1ORETWMET S
ATy T,

ﬁ”na* v l“'j 71-/7_’(7_’], tU)HIJnET/\’fZO)T/\’fZm.nl—l:jé%ﬁ'
Lz T/\’anLnIET géﬂy -a-éZTth

ﬁu;a%w)fu BIEET/NA REBIET—F EICEDNT, BISCMAZEILL
%'—J"E{/\%é B ENA Y KT 2 X1 TAREERTEIRTY T

E 4. o J

(FHES 1)

ABEFATIE, TMAFBRI & T7/N(4 RBEE] DIEFTETIATL
5DIZx LT,

SIFAZEA 1 TIX, TH#IB[/IELE] (T/NAREBEE) & T2—HEEE] (WA
FHIRAL) DIEFTEITINTULS A,

(FHER 2)
ABFEHEBATIE, TRIRTNAREY—EVITRY FI—Y LORBIDEEE
X aT7ICTHE=OICHIRETL) T BEZFERAT S DIZHLT,

. ?IE%EE 1T, AKZRAVLWTEEZEX L 7ICTHLEIFESATL
FLVR,

(#H:E= 3)

TANAZEEREE] ICEHL T,

ABEERBATIE, IRV TOaUoHxRETH-HDHE] ITEINTE
T3H5DITR LT,

SIREBA1TIX, THIRIYTOaUZERINETH-008 #HANSA
FHESN TG A,

(FH:Em 4)

rT/\’anL.nIET 9] EHX T%) rT/\’anL.nIEJ Iz Ff]l.,’C
AFEFEBATIIE, FﬁﬁrAﬁmJlﬁout%ﬁb 0 &R Fxy
b= DIVT4Ta4lBEIND BBEIEIN-FE208] 2584, I
éhé rT/\’anL.nIET /)-lJ [iﬁ”na r;ﬁvzo)ﬁj EE&:}O)‘ Jﬂ_j-l.z-t
SIFARBE1 T, TOLIBREFHFESINTULVEGLA,

5. LEDHIE
LTERMEESR 1 ~HEER4IZ2DOUVTKRET 5,
(1) #HEHR1IZDW\T

5}; RAFEHA1(F, EERMTAL—YERARVTNA RAZADEAZERTI D E



_SIRAREH20&L5%G, HRRES—/MT, 1-—FRBIAORICT/NA R
EEETL, BEMIL, tXaT7hEy I avERITSAE] (X, KFE
BEBRICAMTH o1z

SIS E5IAFEBE2 L£F, WFht, REAEEMORMIETFICEL, L
INLA—YREARVT /NSRBI ZRTI 2R THBOHEZHA HFEHA
THHno, 5IAFEA1ICSIARA2ZEAL, T1—H86 RUY [T
A REBELE] CDIILEF’C%FI?‘%) t ThhE, MER1ICRIEHETSH
ElF, BXRENBZICBILELCLETHD.

(2) HHER 212DV T

SIAFEBA1E, RTFIASAAIRAA—F—PMKEUPMK 2 &[ZHEDW
T, Dot 16 KDFBE#MICKYERF—AKZERT L E A,

BARBEINLS T BEEIL, ﬁmﬁtwm&ﬁ&t RSA—BTH
BR7ILATAZ—F—PMKRERUPMK 2 215

PMK&PMKzttgﬁuf,Dot16KDF@AI;Um&#—
AKZAERLL,

REF—AKZAVWTERLIE S 74 v VBSIEXF—TEKZFEAL
T, BB LEMBEOT—424HY—ERBEEXEEILT 2AHE] X, AEE
FZBREIZAMTH-T=,

SIFA%B1 LE5IHEFBAI LI, WIht, RIHEMOEMSETFICEL, W
ITNEHEABICER SN2 DORTIALA ATRE—F—IZE DT
Dot 16KDFEAMTRAKZERTHARTHBEDHEZHEASHEATH
M n, SIAXBATICSIARAIEEAL, TAK] ITEDWTERL-R
TEEZESIETSCET, TAKI ZAVTT—2Y—EXEEZEX2
7%ié t,Zﬁgg,mEﬁzc%éﬁmt¢6:t@,%%%#ﬁ%

] -2 &T o

(3) fAER3IZDU\T

A—HBEFZHB T, IMAZEF— (subscriber key) ZHWNSCZ &%, &
IR OERMNTICHTEI2EEIFETHS, WETHNIEX, HIZIEEKEE
EBEAFICEATIN-ER2005—-—52956 9ENHDEE
[0039) ~[0045])], K2%5BBaInt=L\, )

BTE2 TIOAZF— (subscriber key) | ZRAUL1—HREIL, MAZE
(subscriber) MHTRH 1) T 3> (subscription) BT HEDTH
A5, BIEE TMMAZEF— (subscriber key) J (E THITRH YT av%km
S H Y0 TR Z- 3

LTHBE, SIRFEBA1ICBLNT, A—HEiEcBWVWT IR YT
S AUERTTE-O0R] EHNEC L, T?‘cﬁms LEEHERASIZERD
%&&?é X, BEENBSZIZEALFL-IETHS,

(4) HHEHAIZDNT

EEBERIOTNARABIEEICEWNT, AATERL-ELHZEELLL TREET
BF v LT U RLARVRAAXDEEEETL, EﬁﬁLyﬂ’éﬁEt"ﬂféC &
(X, REERWOBMABTFICETEIEESFETHD, WETHNIE, Hx
[EARFBEELBRICEAIN-ER2005—-52956 95ELAHDEE
[0034), [0051)], [0113)~[0114) #8BIht-
LY, )
LTH%&,mﬁ%%1tﬁuf,*vbv—71>%4%4@#6mﬁ
SNBEEILSN-EH @EStshi=-FE20#) TIFyLUPF7URL
Z-I_\/ZJ (ﬁFﬂﬁT\ﬁﬁC?@) ﬁ_ta)T/\’anbnlEé%??L n?(EL;QET/\’f
AP THERINIBETH L, ?hb% FERBES4AICZRAERET
S tlE, HBEENBZIZERLEFL-ETHS,

(5) /ME
ERETHRELEZES, LREEER 1 ~HER4FBIDLDOTEAL,
ZLT, ChoDHEREMREMICHELTY, REXHADEY H1EAMR
(X, EEESIAFEA1~5IAXA 4, FIKEE S FHROXI HIERAMRNI LT
AENLBEERADLDICTTEY, BAHBWELLDENS ZLETELRL,

6. LIV



UEDEEY, REDFEREICHEIEAL, HFEF29FXF2IHDOR
FBICEVRHHFEZTECENTELRVLDTHAN D, ETORDEREIZER
SEBRICOVTIREATSFETHEL, FEITERTAELDTH S,

2T, HHRDEEYERT D,
FR28%F 2H24H

FHE BETENT BH
BHETBHE FB L
HHEFBHE K

R)
DERDEENH--BNS30H

(’fTiE&gﬁ:nﬁn /£ Sﬂ%ﬁ
=
iﬁl;&_ﬂﬁﬂﬂ LF¥d. ) LIAIC, HETRE%

(B A EARS A% &3 215
wmEE LT, =i

4@*0«%
@W%b

(TFRDFE] P18 . 121—=WZ (HO4 L)

HERHIEE LTO O B MY %,

BHIR BHHFTEHE aBHF KM 8837
BHHFTEHE dAR  RE 8945
BHHFTEHE FE& &h&% 2957



