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[0012] Co-browsing sessions may be combined with other forms of
interactive information sharing sessions, including screen sharing
sessions, to enable an agent to utilize additional forms of
communication while interacting with a visitor. A session may also
be established during a traditional phone call or third party chat
session by verbally exchanging or typing a code that appears when
one of the participants clicks an object on the web page. ]
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14 [0021] — [0025]

TDEFINITIONS

[0021] Customer: A customer of the co-browsing service who
subscribes to the co-browsing service. An example customer is the
vendor (e.g. the company that owns vendor website 16) of FIG. 1.
[0022] Website: The website owned by the customer that is to be
supported via co-browse.

[0023] Group id: A unique id assigned to each customer website that
is to be co-browsed.

[0024] Visitor: Anyone navigating the website.

[0025] Agent: The representative who supports the visitor in
carrying out various tasks on the website, such as completing a
purchase. ]

(nR
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[0021] HEE: HEBE (co-browse) H—EXRDBEETH T,
HBEE (co-browse) H—EXITMALTWEEDNC &, BREIE, HlZ
I%Zl)i RUF— (FIRIE RS —-Hx2THAL N1 6 ZFFETHEH) TH

[0022] HzJ¥4h: FEELSHELTLS. £EEE (co-
browse) MY R—brENdVzTHA FDI &,




[0023] Zu—FJ1D: H@EEE (cobrowse) NThhSHHEE
717ﬂ4F;tEﬂUéfbnt~11—7@1D®Cto

[0024] EYVH—: ZHEVITHAPZFET—FLTVLHEED
EDC &, ‘ \
[0025] ZIT—=Uxzybk: 9xTHA FTORRGIHEE, IR B
ADFETHFETOTWAEDEZ—HR—bFHANFED L, )

7 [0028] — [0030]

[[0028] CServer: A secured server that hosts the co-browse
sessions, accepting session updates from the visitor and relaying
them to the agent.

[0029] co-browse webserver: A web server controlling access to
co-browse sessions by visitors and agents. The co-browse webserver
may be collocated with the Cserver or may be a separate entity on
the network.

Co-Browse Overview

[0030] FIG. 1 shows a network diagram of a co-browsing scenario in
which the content of a visitor's browser 10 is visible in an agent’s
browser 12. In the embodiment shown in FIG. 1 , the visitor browser
obtains a page 14 from a vendor website 16. Arrow 1 shows the
download of the web page from the website to the visitor. A
co-browse service 18 facilitates the co-browse session by relaying
web page updates (arrow 2) from the visitor browser to the agent web
browser 12 (arrow 3). To cause the visitor browser 10 to provide
these updates, script 20 (JavaScript in one embodiment) is
downloaded to the visitor browser either from the vendor website
(arrow 4) or from the co-browse service (arrow 5). Alternatively,
the JavaScript may be maintained as a plugin in the visitor browser.
To enable privacy, as discussed in greater detail below, a list of
masked elements 22 is downloaded to the visitor browser. Like the
script, the list of masked elements may be downloaded from the
vendor website (arrow 6) or may be downloaded from the co-browse
service (arrow 7). The list of masked elements instructs the script
which elements (e.g. which elements of the DOM) should not be
transmitted on the co-browse session. The agent's browser also
downloads a page 24 from the co-browse service (arrow 8) in which
the view of the visitor' s browser contents will be displayed during
the co-browse session. |
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[0028] CH—/\: H@REBEtLyI a3 ZF#E (host) 95, EY
9—#6@tv>3>%%€ (TEHR> T, I—Y x> bhAnbtditd s, &
FaT7HEY—/ID &,

[0029] HEBEYIIH—/N: EDHE—ELI—TxURILB,
‘ﬂ@%tJ/a/«®77tx§ﬂ@¢é#m®ﬁ17ﬂ—n® &, H
BEED T IJH—/N\IE, CH—NEH[CTHRESNATEHEEIWLL, FY FT—2
LFDORBEOI T4 T4 THO>THELY,
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I [0032] — [0033]

'[0032] The co-browse solution enables the agent to view the web
page (vendor website) that a visitor is presently visiting. Since
the co-browsing session relies only on JavaScript that is downloaded
during the web browsing session, the visitor is not required to
manual ly install any software or plugins or dismiss any security
warning dialogs in order for the agent to see the visitor’ s browser.
Likewise, since the JavaScript is part of the web page served from
the vendor website, the JavaScript will not carry over to any other
web pages, which means that the agent will not be able to see any
pages from other websites, or anything else on the visitor's
desktop.

[0033] As described in greater detail below, the co-browse solution
enables the agent to see precisely what the visitor is seeing. For
example, if the webpage is not entirely visible to the visitor, the
agent will only see the portion of the web page that is visible.
This view will update automatically as the visitor scrolls or
resizes the page. Where the visitor has multiple tabs open, the
agent is only able to see the tab that has focus so that the agent
views what the visitor is seeing. The agent can also see the
position of the visitor' s mouse pointer, which allows the agent to
understand where the visitor is focused while interacting with the
web page. If the agent's browser is the active window on the agent’'s
computer, the agent will also be able to see which input field
currently has focus on the visitor side. If the visitor opens a
s?lect box, that select box will also open on the agent side. |
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7 [0035]

[0035] Optionally, an agent may be able to provide input to the
visitor browser 10. For example, the agent may be able to type
information into selected elements on the web page 14 shown on the
visitor's browser 10, change the settings of drop down |ists, select
radio buttons or checkboxes or otherwise interact with input
elements on the page. Depending on the implementation an agent may
b? able to click on buttons or links on behalf of the visitor. ]
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5 [0038]

[[0038] Since the co-browse service described below is based on
JavaScript, instead of a platform such as Flash, Java, or
SilverLight which is not supported in all web browsers, the
co-browse service provides the agent the ability to view the
visitor's browser even if the visitor is accessing the site using a
mobile device, such as a smartphone or tablet. Likewise, the
co-browse solution will also work with PCs/Macs. Likewise, uploading
the visitor DOM and state information (vs. just sending the visitor
page URL) enables the co-browse session to start at any point while
the visitor is accessing the vendor website without requiring the
visitor to re-create his/her browser’s state. Finally, since the
only change to the vendor website is the inclusion of the script,
the co-browse service enables agents to provide co-browse based
support to visitors with few or no changes to the vendor's
website. ]
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¥ [0041]

[0041] In some instances, the vendor's web site might already
have other existing JavaScript, for example from a chat tool or
click-to-cal | feature. That existing JavaScript could, with the
vendor's permission, be used to invoke the cobrowse. js script. The
benefit to this approach is that the vendor could pilot or deploy
the co-browse solution with no modification at all to the vendor's
web site. |
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9 [0055]

r[0055] i. Sends all of the above (if changed) to the Co-Browse
Service. Data may be sent via an XMLHTTPRequest or XDomainRequest
(AJAX), or Websockets, or some other means of cross—domain
communication. Data sent in this step may be encoded and/or
compressed before it is transmitted. Optionally, if only a portion
of the data has changed, the changed portions only may be sent.

Note that (a) through (h) are repeated periodically, because
JavaScript running in the visitor's browser may make modifications
to the DOM. J
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T [0125]

[0125] The Co-browse Service allows one or more customer service
agents to view, in real time, the web browsing activity of visitors
to a website. Other uses of the co-browse service may be developed
as well, and indeed the co-browse service may be used in any
situation where a person would like to view, in real time, the web
browsing activity of a visitor to a particular web site.
Accordingly, although an example will be provided in which an agent
is able to see what the visitor is seeing, the invention is not
[imited to this particular use. ]
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3 [0128] — [0138]

[[0128] Architectural Overview

[0129] FIG. 2 shows an example architectural overview of an example
co-browse service. The Co-browse service relies on a <script> tag
embedded in the customer website which references a JavaScript file
hosted by the co-browse webserver. For the purposes of this
document, this visitor side JavaScript file will be referred to as
Cobrowse. js. Other names for the JavaScript may be used as well.
[0130] When a co-browse session starts, Cobrowse. js sends a
StartCobrowse request to the co-browse webserver (Arrow 1 in FIG.
2). Cobrowse. js passes the customer group id from the visitor 100 to
the co-browse webserver 110, and receives a unique session id, a
CServer assignment, and the |ist of masked fields and hoverable
selectors.

[0131] The session id, in one embodiment, includes three
components: 1) the customer group id 2) a session key and 3) a
random number for uniqueness. Other parameters may be passed as well
depending on the embodiment.

[0132] Cobrowse. js stores the session id and the set of masked
fields in a browser session cookie, and proceeds to start uploading
session data to the designated CServer 120 (Arrow 2 in FIG. 2). The
CServer in turn posts a message (Arrow 3 in FIG. 2) to the co-browse
webserver to record in the database the fact that the session has
started.

[0133] Both group id and session key are required to join a
session. Once logged in, the group id can be determined based on the
agent’ s co-browse group membership. For example, the agent will
provide support for one or more customer websites. The JavaScript
that is downloaded to the visitor when the visitor is at the
customer website contains the group id for the customer, which the
customer uploads to the co-browse webserver (arrow 1) when the
session is started. This enables the co-browse webserver to know
which customer is associated with a particular co-browse session.
Where the agent is supporting multiple customers, the agent can
provide the group ID of the customer to the co-browse server to
select co-browse sessions associated with one of the supported
customers (arrow 4, FIG. 2).

[0134] As for the session key, there are several ways it might be
specified on the agent side. The session key might be a randomly
assigned string, or might be some piece of information associated
with the visitor, such as a user id or a tracking cookie id. The
agent might enter the session key manually, or it might be extracted
automatically for the agent from data in a CRM record. Additional
details of example connection scenarios are set forth below.

[0135] Either way, the result is that the agent opens a browser
window to a URL associated with the co-browse session, e.g.:

[0136] https://www. cobrowse. net/cobrowse
/AgentView. aspx?SessionKey=ssnkey

IT not logged in, the agent is prompted to log in and is then
redirected back to the agent view.

[0137] AgentView. aspx looks up the session in the database by agent
group id and session key, and redirects the agent to the appropriate
CServer, which generates the agent view of the session. The agent
view includes an embedded JavaScript file, CobrowseViewer. js, which



commun;cates with the CServer via both HTTP and websockets (arrow 5,
FIG. 2).

[0138] The CServer sends only HTML markup for the browsing session
to the agent browser. Resources referenced by the session HTML, such
as images or style sheets, are downloaded by the agent directly from
the customer (or third party) website. J
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+ [0174] — [0175]

[0174] FIG. 6 shows the agent screen when an agent joins a
co-browsing session through an interface provided by the co-browsing
service. As shown in FIG. 6, when the agent would like to join a
co-browsing session, the agent will click on an icon on their
computer which will show the popup shown in FIG. 6. The agent then
types the number provided by the visitor (see FIGS. 3B&5) to join
the session. As shown in FIG. 6, the popup includes field 600 in
which the agent can type the session key to enable the agent to join
the co-browse session with the visitor.

[0175] FIG. 7 shows an alternative to typing the number into a
popup. Specifically, in FIG. 7 the co-browse service interface
provides a list of co-browse sessions to the agent (to which this
agent has access, by virtue of permissions, skill-set or some other
criteria) which the agent may join. The agent selects the co-browse
session from the list or types the session key or other information
into a search field 700 to more quickly locate the correct co-browse
session from a set of available co-browse sessions. |
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