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[0001] In a software defined network (SDN), applications can control the way that
packets traverse a network. An SDN is a network where the data plane (the underlying
systems that forward traffic) is separated from the control plane (the system that makes
decisions about how traffic traverses the network). These applications can control
packet flows by programming flow tables on network devices such as switches, routers,
bridges, etc. Examples of such applications can include load balancers, network address
translation (NAT), security applications, and routing applications such as open shortest
path first (OSPF), etc. |
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[[0017] According to a number of examples of the present disclosure, a network
administrator can use the network controller 102 to generate a trace packet including a
source address matching a source address of the existing flow 108 (e.g., the address
10.0.0.6 of the computing device 104-2), a destination address matching the destination
address of the existing flow 108 (e.g., the address 10.0.0.5 of the computing device 104-
1), and a unique identifier (UID) for the trace packet. The network controller 102 can
encipher the trace packet to generate the UID so that the network controller 102 can
identify it uniquely for efficient and proper analysis (e.g., as opposed to reflecting other
traffic associated with the existing flow 108 to the network controller 102). Enciphering
the trace packet can include converting the trace packet to a coded form (e.g., by
operation of an algorithm such as a hashing algorithm, where operating the algorithm
using the trace packet as an input generates the UID). The UID can be registered on the
network controller 102. Registering the UID on the network controller 102 and/or
embedding the UID in the trace packet that may reach the observation post 107 can
facilitate unique identification of the trace packet by the observation post 107 and/or the
network controller 102. The observation post 107 is described in more detail below.
Registering the UID can allow the network controller 102 to encipher a received packet
to generate a UID, compare it to the registered UID, and in response to the UIDs
matching, identify that the received packet matches the trace packet. In some examples,
the UID can be added to the trace packet (e.g., during generation of the trace packet and
enciphering thereof). Trace packets can be generated for protocols that carry a data
payload in some form such as protocols in the network layer or above in the Open
Systems Interconnection (OSI) model. Examples of such protocols can include the
transmission control protocol (TCP), user datagram protocol (UDP), dynamic host
configuration protocol (DHCP), and ICMP, among others.
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[0018] The network controller 102 can be used to assign an observation post 107 (e.g.,
network device 106-1 ). The observation post 107 can be assigned to any of the network
devices 106 on the programmed path 108. The network controller 102 can instruct the
observation post 107 to send any packet that includes the matching criteria specified by
the trace packet to the network controller 102 for path analysis. Once the observation
post 107 has been assigned, a trace packetcan be generated with the UID to test the
programmed path 108. If the observation post 107 receives a packet with the specified
matching criteria, it can send a copy of the packet to the network controller 102. The
network controller 102 can decode the packet to get a fingerprint of the packet (e.g., the
path history of the packet, including addresses and/or ports of network devices 106
through which it has traversed) and/or the UID. In response to the received fingerprint
matching the matching criteria of the trace packet (e.g., matching the programmed path
108), the network controller 102 can update its record (e.g., memory structure) that it
received the trace packet from the observation post 107. The network controller 102 can
set a success status for the observation post 107 in response to the trace packet being
received from the observation post 107. The network administrator can use the network
controller 102 to query whether the trace packet was received from the observation post
107. If the status is set to success, it means that the programmed path is correct with
respect to the network device 106 assigned as the observation post 107. If the status is
not set to success, it means that either the trace packet is being dropped or that it is not
yet received by the observation post.

[0019] The network administrator can use the network controller 102 to reassign the
observation post 107 to a different network device (e.g., network device 106-2) along
the programmed path 108 of the trace packet (e.g., in response to the success status
being set for the previous observation post). Moving the observation post 107 can
facilitate a determination of the point of failure along the programmed path 108.

[0020] Figure 2 is a diagram illustrating an example of a network 200 according to the
present disclosure. The network 200 can be analogous to the network 100 illustrated in
Figure 1 . The network 200 can be an SDN and include an SDN controller 202. The
network 200 is illustrated including a number of computing devices 204-1 , 204-2
(referred to generally herein as computing devices 204) and a number of network
devices 206-1 , 206-2, 206-3 (referred to generally herein as network devices 206). A
first computing device 204-1 is connected to a second computing device 204-2 via a
number of physical links 210 through a first network device 206-1 , a second network
device 206-2, and a third network device 206-3. In the example illustrated in Figure 2,
the physical links 210 (e.g., expected path) are the same as the programmed path 208
(e.g., existing flow). Figure 2 also includes a number of path injector and path analysis
actions 214 as described herein (e.g., implemented in the control plane of the network
200).

[0021] Figure 2 includes a flow table for each network device (e.g., flow table 215 for
network device 206-2). The flow tables can include flow rules for existing flows (e.g.,
existing flow 225 defined in flow table 215). By way of example, the network controller
202 can assign an observation post to the second network device 206-2 to test the
programmed path 208 between the first computing device 204-1 and the second
computing device 204-2. In some examples, a network administrator can assign the
observation post via the network controller 202. The network controller 202 can
generate a trace packet 213 and register the trace packet 213 (as used herein, registering
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the trace packet can include registering the trace packet itself, registering a fingerprint
of the trace packet, and/or registering a UID of the trace packet) to an existing flow 225
based on a source address 216-2, a destination address 218-2, and a protocol of the trace
packet 213. In some examples, a network administrator can define the trace packet via
the network controller 202. As illustrated, an existing flow 225 defined on the second
network device 206-2 includes a source address 216-1 and a destination address 218-1
that match the source address 216-2 and the destination address 218-2 of the trace
packet 213. In some examples, the incoming port 220-2 of a particular network device
of the trace packet 213 can match an incoming port 220-1 of the existing flow 225.
Accordingly, a flow rule 226 can be added to the existing flow 225 on the second
network device 206-2, where the flow rule 226 includes the source address 216-2, the
destination address 218-2, an incoming port 220-2, a priority 222-2, and an outgoing
port / action 224-2 for the trace packet 213.

[0022] The flow rule 226 can be added for the trace packet 213 with a higher priority
222-2 (e.g., 1001 ) than a priority 222-1 (e.g., 1000) of the existing flow 225
corresponding to the trace packet 213 on the second network device 206-2. The higher
priority for the flow rule 226 for the trace packet 213 can cause the second network
device 206-2 to take the defined action 224-2 for the flow rule 226 before and/or instead
of taking the defined action for the existing flow 225. In the example illustrated in
Figure 2, this means that the corresponding packet (trace packet 213) would be sent out
of the "controller port" (e.g., be sent to the network controller 202).

[0023] Although not specifically illustrated in the flow rule 226 in Figure 2, the flow
rule 226 can specify a more specific flow based on flow table capability in order to send
only one class of traffic consisting of the trace packet to the network controller 202 (e.g.,
to reduce the volume of traffic being sent to the controller 202).

[0024] Although not specifically illustrated in the flow rule 226 in Figure 2, the flow
rule 226 can also specify a protocol for the trace packet 213. Thus, the trace packet 213
can be application specific. Specifying a protocol can prevent the second network
device 206-2 from sending any packet (e.g., other traffic that is associated with a flow
that is not experiencing an error because the flow for that protocol is working properly)
that matched the source address 216-2 and destination address 218-2 of the trace packet
213 to the network controller 202.

[0025] The network controller 202 can inject the trace packet 213 into the network 200
on behalf of a source of the existing path (e.g., computing device 204-1 ) via a specified
port of a network device (e.g., port 2 of network device 206-1 ) along a programmed
path 208 of the existing flow. As illustrated, the network controller 202 can inject the
trace packet 213 via a port of a network device 206-1 that is upstream, with respect to
the programmed path 208, of the network device 206-2 that is assigned an observation
post and downstream of the computing device 204-1 that is the source of the flow.
[0026] If the programmed path 208 is programmed correctly on the first network device
206-1 where the trace packet 213 is injected, then the first network device 206-1 should
correctly forward the trace packet 213 to the second network device 206-2 (e.g., out of
port 3 of the first network device 206- 1 and into port 4 of the second network device
2026-2). Because the second network device 206-2 has been assigned the observation
post with the accompanying flow rule 226, the second network device 206-2 will send
the trace packet 213 to the network controller 202. In some examples, the network
controller 202 can set a success status for the second network device 206-2 (observation
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post) merely because the trace packet 213 was received therefrom. In some examples,
the network controller 202 can first examine a fingerprint of the trace packet received
from the second network device 206-2 and compare it to expected matching criteria for
the trace packet 213 based on the programmed path 208. In this example, the fingerprint
and/or matching criteria could include information such as one or more of the
following: the source address of the computing device 204-1 (00:1 E:0B:AE:D3:BE),
the outgoing port (1 ) of the computing device 204-1 , the incoming port (2) of the first
network device 206-1 , the outgoing port (3) of the first network device 206-1 , the
incoming port (4) of the second network device 206-2, and/or the destination address
(00:0¢:29:03:71:48) of the second computing device 204-2. If the fingerprint of the trace
packet received from the second network device 206-2 matches the expected matching
criteria for the trace packet 213, then the network controller 202 can set the success
status for the second network device 206-2.
[0027] After the network controller 202 sets the success status for the second network
device 206-2, a network administrator can query a status for the second network device
206-2 (e.g., via the network controller 202). If the status is set to success, then the
network administrator may wish to continue testing the programmed path 208. The
network controller 202 can inject the trace packet 213 back into the network 200 via a
defined network device (e.g., via the second network device 206-2) and instruct a
different observation post (e.g., a different network device 206-3 downstream of the
previous observation post with respect to the existing flow) to send any packet that
includes the UID to the network controller 202. This testing process can continue until
the test packet 213 is not returned to the network controller 202, which would indicate
that the observation post that is assigned when the test packet 213 is not returned to the
network controller 202 can be a point of failure. |
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b213) 1% Tarvka—5KR—F] oEEIND BIZIEX Y FT—
AU rA—5202I2FEESND)

[0023] H2DFBIL—IL226ICIFERMIZRIATLALD, BE
IW—IL226IL, FL—RN\TY DL RBELT T4V ID1DDI T ADH
Ry b= b0—5202(2FETH-OITRET—TILOREEIZE
DT, BERHLGBBEREETSIIENTES WRIE, avbkOo—35202
[CEESNDI STV I EDEEZROT=H, ) o

[0024] H2OBBIL—IL226IZIFEERMISRENTULELD, FIE
IW—IL226I[EFEE=, FL—R/\Sy r2130E=HNT0OFILERET S
ZENRTES, ThIZKY, FPL—RNXFY +21381F, FTFUS— 3 E
BLTHILENTED, 7OLINLEFEETDHLEIE F20FRy 7= T
NAR206—2H, YV—RAF7EKLAR216—2KRUEET7 KL R218—2
[T—F L=y b BIZIE, 2070 Fa)LOBEBNETIZH#EEL TS
HIZCTT7—ZBBRLTOVEVVRREBELTWLWSMD NS T4 vY) ZEET
52 ¢ER<

[0025] =Xy bkT—HarbO0—5202(F BHEMREROITOISL
SNEBE208[CHST, FRYBRT—ITNAADEBEINIzR—F BIZX
X, RYBMT—I9FTNLR206—1DHKR—Fr2) ZHLTEEOREDY —
A BzIE, avE1a—ABT4VFTNLAR204—1) OKDHYIZ, FL—
AN Y R13%A2YERTI—9200IFATEHRCENTES,

[0026] FL—R/\Sy vy br2130FEASAE, TAOSSLENEBE
208IF, F1ORYFTI—HOFNNAR206—1ICELLTFTATISLENT
WAEBE, F10RAY FTI—9T/INARXR206—1[FFL—R/\Y vy 213
EE20RYET—HTINAR206—2ITIEELLEEELATAIELE S AN

WBAE, F1ORY T T/INARXR206—1DKR—F3HHT, 2
DY ET—ITINAR206—2NDK—F4[CTAD, ) . F2DFrY FT—
DTINNAR206—2I121F, BEIL—IL226ICXYEBAANATYHTSAT
WADT, F20FAY FT—9 TN AR206—2[FFL—R/Y Y213
Xy bJ—0a2b0—5202I[23E5, LWOADHEIZENT, FL—X
Ny F2 1 3BNZESNEZEVWSEHEGT, 2y b7—2ab0—52
02lF, 2RV MITI—9OUTFTINAR206—2 (BAlH) IZTOLVTHIDA
T—RREERET S, WO DPIZHWNT, Ry kT—Ha2rO0—520
21, E20RYFIT—H9FTNNLAR206—2MhHFELIEFL—RN Sy b
DEPEFEDIZFAN, FnZITOTSLEINEEE208ITEDVNTEHRL—XR
N7 21 3DFE—HELLEBITELELENTES, COHITIE, BRER
V/ RE—HBEENUTD1 DFLFBERDERESL ENTES, OV
Ea—TFT 42 9T 4RX204—1DJ—RXF7 FL X (00:1E:08:AE:D3:BE)
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06—1DHAR—F (3) , F2DFRYFT—ITINMA X206 —2DAN
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Fy b= art0—3F BHEORBREOIOVTSLIN-REIZHEST,
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TS LEINEREIE, F1ORY ETI—OTNARIZELLTAT S A
SNTWBEE, F1DRYFNT—OFTNARIEFL—RNNTy FEE2DF
W RT—9FINA RIZIEELCEREL,

BREIL—IVIZEYBAEALEYLETONRTVWDRE20FRY FT—IT/N/A R
X, FL—RNXTy bZERY D=2 bO—F(2EY,

Yy b= arbO0—5lF EF20RY FIT—OFNAAMLZEL
L—RNy b®D, F1DAVEL—TFTAVITNNAADY—AT KLR, &
1QAVELI—TA VI TNARADHEAR—F, F1DOFRY ET—ITNAR
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D9TNARADADR—F, ZLT/HLLIE, F20aVEa—TFT42TTN
A RADBET RLANLEDEMERAICAR, FE—BRAEL—BT HI5HE,
F20FRY FT—ITFTNARIZENDAT—R RXIZEFEL,

Iy rD—=a2brO=—S0F20FRY FT—I9TNA RIZHIDAT—4
AIZKRELI-E, F*y FO—9EBEEFIRY FI—2a2 b O—5ZNLTE
2DFY P IT—=UTNARADRAT—RARAEZHNEHLED I ENTE,
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WMGE, *Ry kD=2 ba—51F F20RY FIT—=U9TFTNALRENL
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2 SBIAXER2[ZDLVT
FEETEDEEOEBARAIN-5IAXE2I1ZE, HEEEDLICROFELNGDH S
*L_CL\%)O

[ An illustrative example of INT is described here. Source vSwitch (vSwitch 1)embeds
instructions for each network element to report the latency that the packet encounters at
the network element (delta between local egress timestamp and local ingress
timestamp).The receiving vSwitch(vSwitch2) can computer the end-to-end latency as a
sum of the per-hop latencies (Under the assumption that switching and queueing
latencies dominate and propagation delays are minimal, which is typically true in
today's networks).Per-hop latencies in the packet received at the destination vSwitch
can also be used to determine which network element(s) contributed most to the end-to-
end latency. ]

(HFR: INTORMEHZEZ ZTEHAT S, YV—AvSwitch (vSw

iteh1) X N7y ARy FNIT—VERTEET HEL (O—HILHS
RALRBATEA—AIWANZIA LRI TEDRDE) #HETH-0IC,
By FI—VBRIINT 52T EEDNRAL, ZEBDvSwitch (vS
witch2) [ RYTBOEBEDEFHELTIV FY -T2 FOBEREEE
BETES (SEHORY FIT—VIF, RAVFUITRUFa—A VT DEENX
RHTHY, EHEEIR/NTHEHELTIND) . FBEVSwi t c hTRIE
STy bOERY TEDEEL, EOFRY FI—VBENIVFY—T

FOEFLREICELHES LENZHENT S-OICERT 5. )

EREEHAN S, SIAXE 22X, UTOFRE (UT, [5IRAXM2EHEHE]
EWS, )

[ZEBMDVvSwWwitch (vSwitch?2) & R"yTEBOEEDEIE
LTIVRY—IVFDEBEZHETE, £z, EVSwWi t ch TRIES
Ntz rORy TEBOEREE, EOXRY FI—VEENIVRFY—IUFR
DEHEERMEICRLEFE LN ZHIENT H5-OICERT S &, |
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3 SIAXE3IZDONT
AFEDOBEIEERBANICHEATSIN-RIIESEERKREZE L TARICR AT
BEELES-TIITYWTHSD, Kanak Agarwl!l #13%, SDN tra
ceroute: Tracing SDN Forwarding
without Changing Network Behavior, AC
M SIGCOMM’ 14, 2014%8H22H, P. 145—150 (LT,
BIAXERS] &ULV5, ) I2IF, REEEBICUTOIRENEHINTLD,

['3.4 Conducting the Trace Route

Once the network is configured in the manner discussed above, it is ready to accept
Ethernet probe frames for route tracing. The process is best explained via an example,
shown in Figure 2. SDN traceroute begins by identifying the injection point. This is
either identified in the API call or it is assumed to be the attachment point of the source
host, which is looked up by source MAC or IP address. Once SDN traceroute has the
injection switch identifier and port, it looks up the color of the ingress switch and inserts
the color into the header tag bits of the probe frame. SDN traceroute then sends the
probe to the ingress switch as a PACKET_OUT message with the input port set to the
injection point. The action for the PACKET_OUT is set to TABLE, indicating that the
switch should treat the packet as though it had been received on the input port (step 1).

On receiving the PACKET_OUT, the ingress switch processes the packet in its flow
table. Since the header tag bits in the packet are set to the color of the switch itself, the
packet does not encounter a match on any of the high-priority rules SDN traceroute has
installed. Consequently, the packet is forwarded to the next hop as though it were a
regular, default-tagged packet (step 2). This ensures that the actual forwarding rules in
the switch are used to route the packet even though it is a probe and not production
traffic. The packet arrives at the second switch while still carrying the header tag bits set
to the color of the first switch. Since each switch is configured with high-priority rules
that trap all packets matching the neighboring switches' colors, the packet at the second
switch results in a match and is sent to the controller as a PACKET IN (step 3). SDN
traceroute receives the packet at the controller and logs the switch-id and port
information of the switch that forwarded the packet to the controller as the next hop in
the path. Once SDN traceroute records the current hop, it modifies the received probe
frame by rewriting the reserved tag field to the bits corresponding to the color of the
current switch. It then sends the modified probe back as a PACKET OUT to the same
switch that had sent the PACKET IN message. The input port in the PACKET OUT is
set to the input port where the packet was received at the switch. The action field is once
again set to TABLE (step 4). The switch receives the modified probe from the controller
and applies its flow-table action on the probe. Since the reserved tag bits in the modified
probe are set to the color of the switch, the tag based rules do not match and the packet
is forwarded along the next hop as a regular frame (step 5).

This process (steps 3-5)repeats for each hop in the path. The process terminates when a
time-out occurs between consecutive PACKET IN events, indicating that the packet
has left the network or been consumed by a host, or when a given <switch-id, port>is_
repeated in the route, indicating the presence of a loop. Lastly, notice that in step 3 the
trace route application only handles probe PACKET_IN messages that do not match the
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color of the switch sending the PACKET_IN.This allows PACKET_IN messages
matching the input switch color to be forwarded to other modules in the controller for
processing. This allows for scenarios where regular packet processing at a switch may
itself initiate a PACKET IN to the controller, such as in reactive rule installation. |

(BER: 3. 4 FL—RIL—FDEST

Ty RI—=ODNERDKSICHERENDE, L—FL—READQA—HY Ry
FTR—JJL—LEZTANDEFIES, COTOEXIE, RK2IZFTH
[C&>THRBHLLLFHEBAETN D,

SDN tracerute (&, JEFARAS U FEHET S LM LHIEEINE, CHITAP
IFUHLTHEHAENSD, RITEETMACERFIP7 FLRIZK>TH
RINDIEETHRR FOERSIZHDEAHEIN S, SDN tracerute [E, FAX
A YFRANFER—PFEMFTDE, AARMVYFOAST—ZFHAR, ZOhHS
—&#T7A—TJIJL—LDAYF—2TEY FMIHEAT S,

SDN tracerute [, AAR— FZFTARS > MZEREL, PACKET OUT % 4
vE—2ELTTA—TEANRA v FITERFET %, PACKET_OUT DENEIL,
TABLE [CERE SN, RA Y FHEHNEANR—FTRZELEZLDL ST
SWHELNHBEETRT (stepl) o
PACKET OUT 22159 % &, AARA Y FIEZDORET—TILHRD/N 7y
FERET L, N7y FRODAY T —ZTEY MME, R4y FEEDHT—IC
BEINTULSDT, /Ny kI SDN tracerute B4 VR b—JLLT-BEIBLLD
SLIL—LOVWTHIZE LG, ZEORER, N7y ME, BEDT I+
2T ENRTY FTHIDIDESIZ, ROAKRY FIZEEEINS (step2) , =
nNizkY, RED LS 749 THWITO—TTH-TH, R4 Y FRDER
DELEIL— LDy bDIIL—T 4 VT IZERESN S,

Ny kg, 2BBDRAYFICEIETS—AT, E1DRAYFDHT—
[CERESINFAYE—F2TEY FEEXRALELTRET S, BRA Vv FIE, BE
FTEIRAVFDAS—E—BITEIETDNNTY b E LSV TTHEEEDSL
IWV—IILABRESNTWSESH, 2BBADRRAYFD/Nry F—HL
PACKET IN & LT FO—FIZ3%{E9 % (step3) o SDN tracerute [£, I
FO—STNHT Y bEZREL, BERAORDEyTELELT/N Yy rEa2 RA
—JICERELIZRA Y TFD, RAAyF 1 DER—MERZELIRT 5.

SDN tracerute (&, IWEDHRY TH#ELEKRT DL, FHIT I —ILFERED
AAYFRAZ—ITHIETEHEY MIEZHMZ L LT, ZEELELTR—-T7
L—LZEIBIET S, RIZ, PACKET IN A vt—T%FFESEILRA YFIC
PACKET OUT &L T, BE&Sht-FO—T %KY, PACKET OUT DA HHR—
ME, N7y FDARA Y FTRIELIZAAR—MIRESNDS, 7V 327
14—JLFIE, BUTABLEIZERESIND (stepd) o« RAVFIE, a2 bBE—5
[CEYBESN-TO—T%2EL, TORBRT—IIOBEEZTO—TICH#E
AY5d, BESnt-TO—TOFHNEAITEY FE, RAYFDHS—I5%
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BOT, BEDIL—LELTEZEINDS (step5) o
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cD7atER (step3~35) &, BEADERY TIHLTHRYIEREINE, E
$:9 % PACKET INA AR FDREIZ, /8y kAR y FJ—H ZBint=-h, K
ARIZE-oTHEHESNT, HHWIE, BEATHED <switch-id, port> AARE
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FITRARBEICKIBMEFTNEHIDHMTHY . HMEFT L (FTWMERREICA
Y. RI|MELS IXRFEFRICEEFOHBICADFIETHY . FEREHIRICE|ZE
ELDHDOFIENEIZT R ~FOBRREFIRMNZZZFNEHOFIETHY . ZE
BEEOITMERMICAY ., REZELGSERBENESLITHRET 5D EFHERIC
RETHICRDFIRZE] ATLADIZHLT, SIAKARK ITX Ty K
ETALETVEVWARBRAICHMET SRBHEITEEL] TLWDHHD, X
BABESLIZIT2ME. TRAFETVWEOWARBAICHET HRMEICK 5HE
FEH DI EFEFRICEZEFNOHIZHFHRICREL. BRAXBKICKD
HREFOLOHFAECKRARMEICID|MEFNELO DI THY . MEFL
BIFMERMEICAY ., R|EQ S (FRFREGIRICEZEZFDHEICASFIETHY .
FrREIFIRICEIZFEFADFIBOFIENEIZT X FOREFIRAZIZEZNENDH
BichY., FEFGOSITMERMICAY ., REED S (ETRIBEAES [CHRET
DDEFHRICRETHICRDSFIE] FToTLWELR,

[fBER 3]

AREFERA1E IEEON 7y bEDIalL—2a v LE=ETRAMY Yy b EAE
Y52 &EIZDNT, EIZTTR MY RO payload ITERADF—T— F%E5E
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ATBHZET. TRy EHRELC header ZH T 2D/ ry FERBITE
523DTHS] DIZHLT, 5IARBAD TFL—X/N\7y FO=HD—EDH
AF (UID) 1 BNy FDEDERIZEFNTVSIDAFHATH S R,

[FER 4]

oy rO—LTL—2) I220WT, RERA1X IEhXar bo—L7
L—>] THADIZH LT, SIAKAD Mo brO—)LTL—2) (& TERHK]
THIONENTFHATHS R,

(2) HERIZDOWLTOHIE

UTF, [MEER1] ITOVWTKRET %,

SIAXER 112X, REFRBA 10O [NRE] [CHETHIREBEHET S &
[COWVWTREHLTELEL,

Fl=, BIAXEMTIZENT INNRARE] ZHET DI ENBHDEFETHD
ELLALLY,

EShIT, SIAXB2EHEREICE, AEHRBA 1O IRE] ITHET D
Ry TEORBE] #8RETHIIEMNEHINTLSDA, 5IAHKHA,

7 TE1ORYENITI—OFNAREFFL—RANRS Y FEE20RY FT—4
FTINA RIZEELLEREL ] =18,

14 TEBRIL—IIZEYEIEIEYBTOENATWWSE20ORY FT—9 TN
A RIE, FPL—RANXTy bERY FI—Yar bO—F(2FY ],

D Xy b= arbt0—5F F20FRY ET—OTNAADNBRZIEL
=Ry rD, F1DAVEL—TFAVITTFNLARADY—RT7 KL R,
F1RAVELA—T AV ITTNARAOENR—F, F1OFRY FT—9 T/
ADAAR—F, F1ORY FT—=I9TNARDODHAR—F, F2DFY D
—DTNAZADAAR—F, ZLTA/BLLIEF, E20a20Ea—T4297T
NARADIET LA LR LHIEMERDICAN, PE—HELL—BT D515
B E20RY IO TFTNARIZHVIDAT—E RIZEEL] ,

I xRy bT7—9EBE| ARy rIT—2a220 b 0—FFNLTE2DFR

YED—=DTNARDAT—R2REBWELE] 1z, xy bIJ—0EEE)
M ITOTSLEINE=BEOTR FOBGEEZITLWESE] I, TRy FD—

garbko—3& F2OFRY FIT—ITNARENLT, FL—RT Y k

1y RT—VICRTEEDIC, BFEORBIZEWVWT, BIOSASROTRICHE

HETBHELEDZRYRIT—UTNARIZ, UIDZETYY hERY FT—2

AV hO—JICEETHIEZFERI LTHY,

F20RY FT—IFTNAZANL—RNRNT Yy FEZITRHS>THD, FL—
ANy bEXRY FID—YICRIEIC, 2y bIO—2a>bbO—3F[2FL—X
Ny bEREY, RT—RRADEREFXLERIC, 2y bD—2a2bO—5H
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F20FRY FT—ITFTNAREZNLT, FL—RIXT Y bERY FIT—YIZR
TILEETO>TLD,

59 5L, SIARBETIE, LESIAXEK2EEHEFED Ky TEDEE]
AL ENTELRDG, SIAFKBAIC, SIAKBA2EHFBIEXIFEFRIT LS L
21X, BEEERAHD ELVZ D,

Fiz, SIAXM3 RV 4I1ZIE, KRFEFEHA1 O INRKE] ITHET HREE
WMET A EICDONTEEHELREL AL,

TI395E, MOMEERIZTOVWTKRETAETHLEL, KEHRH 1L, 51H
FHARUVSIAXE 2B WL 4 ICRE SN-BEMID, LYEENBSZICKBATSE
3D THDEFNZEL,

2 AFEHEHBH27FLL6IZ2DLT

AFEFRBE2G L 61, KEHFBA1DO BERKE LT, T—270—"E&
BT HEFEDNRENRREBEZRET D] CEZTHo>TVEMND, KRFEFHA 1
ERCERICKY, REFEHA2GZ VL6 SIEXFBARUSIAXEI24LL 4
[CERESNE-FEND, BEENBZICRATETELOTHSEITNZRLY,

£7 FEEFEIZTDOWT
AFEFBA1LZLLG6(F, THMEREELT, T—270—D2F8BT 2EED
INRENRRREZMET S]] CEZ21ToTLDEMD, BEETHH-TH, it
BEFEICBVWCSIASNEIAXE 1 RU2ICEDNT, BBICEBATELZIO
EIFVWRGEWL, LA T, REEZHMBFEI L LIETELRL,

g8 LIV
LEDERY, FREEDEHIZE>T, ARRZEMLT DI EFITERL,
Fl, MICAKEZERITRESERZER LG,
£2oT, HRDEESYERT D,

SHM14E8H19H
BHERE HFT THE ATVH B—

BT FHE /A S
BT BHE RE S

(FRP$%E]I P18. 121—WY (HO4L)

EHR BT BHE ATVHEH H— 9194
BT BHE ERE OB 9370
HEFT BHIE /A O E188

20 / 20



