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F[OOOZ] Embodiments of the subject matter generally relate to the f
ield of network devices, and, more particularly, to wireless setup b
etween network devices.

[0003] Near field communication (hereinafter "NFC”) technology is a
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set of standards for allowing communication between compatible devic
es initiated by bringing the compatible devices into close proximity
of each other. NFC may be implemented using radio frequency (herein
after RF) technology. NFC may be implemented actively or passively.
Active NFC includes hardware that transmits an RF signal using a con
nected power source. Passive NFC, on the other hand, does not have a
connected power source, instead relying on power generated from a r
eceived RF signal.
()
[0042] FIG. 1 depicts an embodiment of a set of NFC-enabled wireless
devices capable of utilizing NFC to securely facilitate network con
figuration. FIG. 1 depicts the set of NFC- enabled devices, includin
g a device 102 with passive NFC capability (hereinafter ”client”) an
d an access point 104 with active NFC capability (hereinafter "AP”).
The range within which a passive NFC capable client may trigger the
NFC capabilities of the AP 104 is indicated by the dotted line 106.
The client 102 and the AP 104 may each be associated with a public-
private key pair (not depicted).
[0043] At stage A, the client 102 is moved into the range 106 within
which the AP 104 NFC capabilities are triggered. The specific range
106 may vary between implementations. For example, in some implemen
tations the range may be a few centimeters, while in some implementa
tions the range 106 is small enough that the client 102 physically t
ouches the AP 104. The range 106 may be defined by the particular NF
C standard implemented or vary due to design considerations. For exa
mple, if reducing power consumption is a design goal, the amount of
power available to transmit a signal may be limited, thus reducing t
he range 106. As a device with active NFC capabilities, the AP 104 g
enerates an RF field that, once a passive NFC device is within range
, provides power for the passive NFC device. Thus, when a passive NF
C device, such as the client 102, enters the RF field generated by t
he AP 104, the passive NFC device may communicate with the AP 104.
[0044] At stage B, the AP 104 reads the public key associated with t
he client 102 from the client 102. To read data from a passive NFC d
evice such as the client 102, the AP 104 encodes a command and trans
mits the command using an RF signal. The client 102 receives the RF
signal, and utilizing the power generated by the RF signal, decodes
the command. Further using the power generated by the RF signal, the
client 102 transmits the public key.
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[0045] At stage C, the AP 104 writes the public key associated with

the AP 104 to the client 102. To write the AP 104 public key to the

client 102, the AP 104 encodes a write command, as well as the data

to write, and transmits the encoded command and data as an RF signal
, or as a set of RF signals, to the client 102. The client 102 utili
zes the power generated by the RF signal to decode the command and d
ata, writing the AP 104 public key to memory accessible to the clien
t 102.

[0046] At stage D, the client 102 and AP 104 perform a secure networ
k configuration. The client 102 may be implemented such that the cli
ent 102 begins the secure network configuration in response to recei
ving the AP 104 public key. Thus, the receipt of the AP 104 public k
ey may act as the indication that a secure network configuration set
up can begin. In some implementations, another command transmitted b
y the AP 104 indicates that the secure network configuration can beg
in. In some implementations, the indication may come from another so
urce, such as from a user interacting with a user interface associat
ed with the client 102 or AP 104. |
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