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7 [This invention relates generally to the field of user authentica

tion, and more particularly to the field of PIN-based verification.
The invention is suited for use in situations where a user is requir
ed to enter a code, such as a Personal Identification Number (PIN),
which is validated prior to completing an operation The operation m

ight be any type of operation.| (& 3f7~[EH 617)
(43 ER)
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THE &, |

- TAccording to a first aspect of the invention, there may be provi
ded a computer- implemented verification method comprising the step

of:
enabling a user to input an identifier into an electronic device hav
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ing:
i) a screen; and
ii) a keypad operable within a keypad zone of the screen;
by operating at least one key of the keypad via an image of at least

part of a scrambled keypad which is displayed at least partially wi

thin the keypad zone.

The image may be referred to as a 'scrambled keypad image’ for ease
of reference.

The scrambled keypad image is not a keypad per se because it is devo
id of any functionality. It is merely a representation of a grid of
keys. Touching, clicking on or otherwise selecting any 'key’ depicte
d in the image does not, in and of itself, produce any effect or gen
erate an input.

However, it should be noted that the scrambled keypad image may some
times be referred to as a “keypad’ ’scrambled keypad’ or an Overlyin
g keypad’ purely for ease of reference because in use it appears to

function as a keypad. Areas of the image may be referred to as ’keys
. again only for ease of reference because this is what the user ap
pears to see and use. However, it should be remembered that this is

not actually the case, and that the image is not a keypad in reality

The invention may enable the user to enter his identifier via the sa
me device component that is used to display the scrambled keypad ima
ge (the screen). Phrased another way, the screen may serve as both t
he output (display) device for the scrambled keypad image and the in
put device via which the user’s identifier may be entered. This cont
rasts with any prior art disclosure wherein the keypad is displayed

on one device component (e.g. screen) and the user’s input is receiv
ed via another device component (e.g. keyboard).

An advantage of this feature is that it may enable the user’s input
from the image to be mapped to the electronic keypad which may be at
least partially hidden from the user’s view such that the user’s in
put is automatically encoded upon entry by the user. The input is au
tomatically encoded in the sense that the electronic device may not
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need to convert, encode or in any way process the user’s input. The

keypad may be generated by a procedure call executed on the electron
ic device. The operable, electronic keypad may be referred to as a ’
reference’ or 'underlying’ keypad for ease of reference.

Preferably, the user’s operation of the keypad key via the image gen

erates an encoded version of the user’s intended input. Preferably,

the image is displayed within the keypad zone such that as the user

touches, clicks on or otherwise identifies a location within the ima

ge, an operable keypad key at that location is activated to provide

an encoded version of the user’s input.

Thus, in one sense the invention may be viewed as enabling a scrambl

ed keypad image to be 'superimposed’ over an 'underlying’ keypad suc

h that when the user enters his input via the overlaid scrambled key

pad image it is encoded in accordance with the layout of the underly

ing (preferably unseen) keypad.

The ’underlying’ keypad may be viewed as an object generated and res
iding in the device’s volatile memory at run-time to provide a model
of a conventional mechanical keypad.

Thus, the invention provides the advantage that the user’s ’real’ 1id
entifier is never stored within the device and is not transmitted fo
r verification. Therefore, the user’s identifier cannot be derived b
y any potential interceptor without knowledge of the mapping between

the overlaid image and underlying, functional keypad. Preferably, t
he mapping between the overlaid image and underlying keypad is not s
tored in the electronic device, or derivable by the electronic devic
e. The mapping (or correlation) between the positions of the two set
s of "keys’ may be stored on a server remote from the electronic dev
ice. ] (BB8HHE2617~11HE2 817)
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77 [Preferably, the scrambled keypad image may be sent from a remote

ly located computer- based resource to the electronic device. The re

source may be a server. Thus, the scrambled keypad image may not be
generated on the electronic device. A version of the scrambled keypa
d image may be stored on the server. The version may be a record of
the order of the symbols ("keys”) in the scrambled keypad image.

The keypad zone may be a defined area or portion of the screen. Thus
, the keypad zone may occupy the entire screen area or a portion of
the screen. The scrambled keypad image may be displayed such that it
covers the keypad zone completely, exactly or partially. Preferably
, the underlying keypad is at least partially hidden from view so th
at the user is not able to see at least some of the keys of the keyp
ad.

The identifier may be a Personal Identification Code. It may be a PI

N (Personal Identification Number). It may comprise any number, type
or combination of symbols or indicia (as explained above). The iden
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tifier may have been pre-selected by the user prior to executing the
presently claimed method. The identifier may be stored remotely fro

m the electronic device e.g. on a server. The scrambled keypad image
and/or keypad may comprise numeric digits, alphabetical characters,
punctuation, symbols or any other indicia, or a combination thereof
One or more symbols may be associated with each key.

Preferably, the user may be able to select a plurality of "keys” in
the scrambled keypad image to input an identifier comprising more th
an one symbol.

The scrambled keypad image may be scrambled with respect to a refere

nce keypad. The keypad image may depict a block or grid comprising a

plurality of adjacent keys. It may be ’scrambled’ in the sense that

the symbols on the "keys” are not in sequential order and/or not in
the order which one would expect, perhaps with reference to the ref
erence keypad. The scrambling may be in accordance with a random gen
eration process, or a process that approximates to a random process.
The reference keypad may be the keypad operable within the keypad z
one, or a default keypad associated as standard with a make, model,
type of electronic device.

Thus, the same indicia may be present in both the underlying keypad
and the scrambled keypad image but they are provided in different po
sitions. Put yet another way, the order of the keys in the reference
keypad is different from that of the scrambled image. The scrambled
keypad image may provide the same ’look and feel’ as the default ke
ypad associated with the electronic device, but with the "keys” in d
ifferent relative positions.

The respective positions of one, some or all "key(s)” in the scrambl
ed keypad image may be different from the position of the same key(s
) in the underlying keypad.

The user may operate the keys of the underlying keypad via the scram
bled keypad image by interacting with the "keys” displayed on the sc
reen. For example, the user’s input may be entered by the user touch
ing the screen (with a finger or other device) or by selecting the d
esired "key(s)” using a pointing device such as a mouse or tracker b
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all. Other selection methods may be used to similar effect, thus fal
ling within the scope of the invention.

Preferably, the scrambled keypad image is received by the electronic

device from a computer-based resource (e.g. a server) located remot

ely from the electronic device. It may be sent to the electronic dev

ice from the server in respect to a request for an image, the reques

t being sent from the device to the server. The scrambled keypad ima

ge may be generated by the server.

Preferably, the scrambled keypad image is pre-generated. In one embo
diment this may mean that it is generated prior to, not in response

to, the request from the electronic device. The image may be generat
ed prior to execution of the verification method.

The encoded version of the user’s input (identifier) may be sent fro

m the electronic device to a remote computer-based resource. This re

source may be a server. Preferably, the server receives the encoded

version of the user’s input and processes it. The processing may pro

vide a decoded version of the user’s inputted identifier.

Thus, the user’s ’real’ identifier may not be transmitted. Only the
encoded version may be transmitted, which may be meaningless to an u
nauthorised party who does not know the mapping between the the “key

s” in the scrambled keypad image and the keys in the underlying keyp
ad.

The decoding may be performed using a stored version or form of the
scrambled keypad image. The stored version or form of the configurat
ion of the keys may be a filename. The decoding step may provide a d
ecoded version of the user’s input. Thus, the user’s 'real’ identifi
er may be generated by translating each symbol in the encoded versio
n into its corresponding counterpart in the scrambled keypad image.

The user’s decoded input may be compared with a stored version of th
e identifier. The user’s input may be deemed to be correct if the in
put matches the stored identifier.] (581 1HZE3 O0f7~21 4 HEE 2
217)
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T [Pin Pad Production

The ’PIN Pad Production Program’ 6 is responsible for generating all
of the scrambled keypad images 3 used throughout the system. An ove
rview of this aspect of the invention is shown in Figure 5.

If simply randomly scrambled keypads are used, there is a risk that
one or more keys may not be positionally scrambled. This could resor
t in one or more keys of the users input PIN corresponding positiona
Ily on the standard and scrambled PIN. This is not ideal.

Consequently, during PIN pad (image) generation, scrambled key pad i
mages that would have one or more keys positionally corresponding to

the standard keypad are discarded. The PIN pad production is theref
ore preferably not purely random, but is subjected to a selection pr
ocess to select/discard according to a specific criteria.

The PIN pad (image) generation takes place in a secure environment,
typically complaint with payment card industry data security standar
d. The output resolution and file type must be initially set up befo
re use on a particular target device 1 (in this case the type of mob
ile phone). This ensures that outputted images are generated to the
optimum resolution for that device e.g. 256 x 184.

A master ’Background Image’ 7 is then selected which matches the res
olution as set above, and a 'Permutations File’ 5 selected containin

g all the required permutations of digits (keys) for the final keypa

d images. In one implementation, this file 5 must be a comma separat
ed text file with each permutation on a new line. However, a variety
of implementations may be devised to the same effect. For example,

each permutation could be separated by a # or *,

The ’Permutations File’ 5 is then merged with the 'Background Image’

7 using the user’s selection of Font Type, Size and Colour to produ

ce the completed keypad image 3. The completed keypad image 3 is the
n optimized and reduced in size to be as small as possible for optim
um transmission speed. | (#5524 HE 2547~ 25EHE2 417)
(HER)
[P 1in/Nw RAER
‘PINNY RERTOTIL 6%, YATLAEEKZEL THHEINS

12/



A2 TV TNF—=/3 REG3DITRTEERTESI L 2HD, AREPDZ
DRERRDEE X 5 I RINT N,

FRERIZT VA NIAT S TN NF =8y RS NG 5E, 1
DYIFEBD X — %2 MBI AT TV TNINBZNE NIV AR DD,
i, E¥EP INKROAYZ 5V TIVP I NICABERIZ T 52— DAN
PINOD 1 DXITEROF—IC#H2 LT3, Jhld, HEKTIERD

TOREER, PINSY R (i) Afd, BHEF—/Sy BICAERIZ—2
T2 1 OXIIEBDOF—%2EFTDAZ T TI)IVF—3y REBRITHEEIND
o WoT, PINSy RAERIE, HFELEELSTVHLATIERVD, KiE
DIEAEIHE > TR BT 2 EBPULHIZN T 51D,

PINSY R (Ef) AfiE, SBIEIZIE, <122 N h— RERT—4
¥ )T RIS BRABBEITH NG, HIMEERT T 7 L2
1 7L, BEDZ =7 hTNA A1 (ZOBEIIFENTLIVEFDZ AT
) CHATZANCBIICREINRT IR SR, Jhicky, BAEE
&, TOTNA AEE R fRGE, HIRIX256 X1 84 THEKINDI L
MERFEI N D,

IZ, LRlCREINZMGEIEST DY AN EREB THIERS
N, F7z, BEF—N REBICBRELET (3—) OIESIZTATED
657 7 1)V BN IND, —~FHEHEE-HKTIE, ZD7 715k, ¥k
BATIZZENTNDNEF R H B AV XEYD TF AN T 7 A IV TRITNEERS
B, UL, RUMREEDLDICHY DERENE TEXTEIENTED
. BIZIE, ZNENONEFIE, #XE*IZEoTRYS I LHTE S,

Iz, MEFIZ 7 A Bk, TAVRERALT, YA X, fAlloOnToOa
—YORREHNT ETRER TEARINT, EHRLAZF—/y Rk
3EART B, TOH, TOEMRUZT—/3 Rllifhk3 1%, BolAfzkdE
ZE2DICTREERY NS RE LIV A AW EREAL I MERS N5,
]

7 [Tt should be noted that in certain alternative embodiments, 12 s
maller key pictures (one for each number or hotspot) may be provided
. The phone or other device may be arranged to to select a random nu
mber and rearrange the individual pictures into a 3x4 array (and thu
s making up a virtual keypad on demand). However, such embodiments p
resent potential security loopholes and may provide several access p
oints for malware to obtain the user’ s PIN (as the handset/device w
ould have to transmit the random number and thus the order of the PI
N pad back to the server). Therefore, such an embodiment is suitable

for applications where required security levels are somewhat relaxe

13/



d.] (B3 3HFEG6IT~FHEHZEIL 317)
(L2ER)
[(FONDMDEMLRETIX, | 2HD/NINVF—ETF v (FBEXIIKY
blﬁvb%ﬁlﬁ)é ié EMMTIDZLIEETRETHD, Eif
X@@@?foﬁ,7/&A§ﬁ% HEIRL, HxDE2Fvy23 X471
4®$ THEETAIS IR TN TXS (-, ThiZkoC, H
I U TRAE S — Sy RZRERTHZENTIS) , UL, ZOE54
%%2@&,@?% k#1074®&7Aék{b,it:—ﬁ@PlN
%A%?ét@@?»ﬁ:?ﬁ%9@®77ﬂxﬁfVb%%iéMMWﬁ
5 (INVRYY N/ TNNAAMNT VA LF S, fEoTP 1INy ROJEF %
P—NORELRTNIER SR, ) , 5T, ThOXD REMFREIE,
FZOLFa) T4 LRUDBESECNEHRISEL TWS, |

77 TAdditional PinPad Encryption

In order to further enhance the security of the system, the inventio
n may employ one or more techniques for making it more difficult for
an unauthorised party to figure out, discern or calculate the mappi
ng between the displayed keypad image (i.e. the one that the user us
es to enter his PIN) and the underlying keypad.

For example, if the user has selected a PIN which contains the same
digit more than once (e.g. 1223) this may make it easier to compute
the correlation between the input and the "underlying’ keypad.

One possible approach to overcoming this could be to create more tha
n one underlying keypad. For example, a virtual keypad could be gene
rated for each key press. An example is given below.

Figure 16a shows a scrambled keypad image, and Figure 16b shows an ’
underlying’ keypad. If the user’s PIN is 1111 then the encoded PIN s
ent back to the server would be 9999. This provides a potential hack
er with a starting point for an attempt at calculating or guessing t
he user’s PIN.

However, if 4 different "underlying’ keypads are used instead of one
, this problem is overcome. Thus, a sequence of digits can be sent t
o the target device (e.g. terminal, phone, PC) and the sequence is u
sed by the target device to form the keypad. For the keypad in Figur
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e 16b, the sequence would be. 3156790482. Using this approach, it is
possible to generate a new keypad for each required key press.

Thus, the top pin pad as per Figure 16a is sent to the target device

as an image, in accordance with the description set out above. Then

, 4 numeric sequences are sent for the creation of the underlying ke

ypad e.g. 3156790482, 0746189352, 0347156289, 2581673904. This produ

ces the keypads shown in figures 16b to 16e.

Suppose now that the user’s input is 1111. Instead of 9999 being pro
duced, the code 9857 is produced and sent back to the server for dec
ryption. As the server ’knows’ which scrambled keypad image was sent
, and which sequences of digits, the resulting encoded PIN appears t
o be much more random and is therefore much harder to decipher by an
interceptor. The decryption process at the server end remains as se
t out above.
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7 T[0014] A technique to secure passcode entry on an electronic dev
ice is disclosed herein. The technique involves encrypting raw input
events from an input device of an electronic device. A complete pas
scode entry may produce multiple raw input events, such as multiple
touch events on a touch screen. In such instances, each raw input ma
y represent the location of a touch event on a touch screen, and eac
h event representing a touch location is encrypted. Thus, encryption
of individual input events serves as a measure to prevent unauthori
zed discovery (e.g., by malware) of the passcode. |
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< [[0017] The raw input events can be touch events as recorded by a
touch screen of the electronic device. A passcode interface, such a

s a PIN or key pad, may be displayed on the touch screen. The user m

ay enter the passcode entry for authentication on the touch screen.
The electronic device may encrypt the touch events resulting from th
e interaction with the touchscreen. The electronic device may then t

ransmit the encrypted touch events represented by touch screen coord

inates to a trusted computing system to cause the trusted computing

system to decipher the passcode, as entered by the user, based on th

e encrypted touch events. To cause in this context is intended to in
clude sending a command, a request, or any other type of message or
signal that results in the stated action, such as deciphering the pa
sscode based on the encrypted touch events.

[0018] In various embodiments, only the trusted computing system per
forms the transformation from the encrypted raw input events into th
e passcode entry. Instead of deciphering the passcode entry on the e
lectronic device, the input events are sent to the trusted computing
system for interpretation. The trusted computing system, which may

be external to the electronic device, can then decrypt each input ev
ent to decipher the passcode entered by the user.
[0019] Deciphering of the passcode may include comparing the decrypt

ed touch event to a passcode interface configuration. For example, t

he passcode interface configuration may be or include a key pad layo

ut, which can be represented as a data structure or object. As a mor

e specific example, the key pad layout can be generated by the trust

ed computing system and sent to the electronic device for presentati

on. As another specific example, the key pad layout can be generated

by the electronic device, and sent to the trusted computing system

for deciphering. Either way, the trusted computing system may use th
e passcode interface configuration, e.g., key pad layout, to map sen
sor input events to a sequence of characters used to compose the pas
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scode entry.

[0020] The key pad layout may include geometry, position, relative p
osition, animation sequence, or other variations of the presentation
of the key pad. The key pad may include multiple buttons taking up

regions of the touch screen of the electronic device. Each touch eve
nt may be represented by an (X,Y) location coordinate, where each co
ordinate or set of coordinates is encrypted in accordance with vario
us embodiments of the disclosed technique. The passcode can then be

deciphered by mapping each (X,Y) coordinate to a two dimensional spa

ce corresponding to a specific soft-button representing a character

used to compose a passcode entry. |
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77 [10023] FIG. 1 is a data flow diagram illustrating a technique 10
0 of sensor entry encryption. As shown, the technique 100 involves a
n electronic device 102 and an authentication system 104. The electr
onic device 102 may be a general purpose device with data processing
capabilities. For example, the electronic device 102 may be a mobil
e phone, a tablet, an e-reader, other mobile or portable computing d
evices, or other stationary computing devices. The authentication sy
stem 104 may be a trusted computing system in data communications wi
th the electronic device 102, such as over a network. The authentica
tion system 104 may be one or more computing devices. For example, t
he authentication system 104 may be a server computer, a network of
computing systems, a cloud computing environment, a virtualized comp
uting environment, or any combination thereof. Communication between
the authentication system 104 and the electronic device 102 may be
any form of data communication, including mobile telecommunication (
e.g., cellular), WiFi, wireless Ethernet, wired Ethernet, or any oth
er form of Internet connection.
[0024] The electronic device 102 may be a mobile device, such as a s

martphone or a tablet computer, that presents a passcode interface 1

06 on an output device. In the illustrated embodiment, the output de
vice is a touch screen 108. A user seeking authentication may input
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through a sensor (i.e. an input device) of the electronic device 102
, a series of inputs composing a passcode, such as a PIN, a passphra
se, a digital key, or any combination thereof. In the illustrated em
bodiment, the sensor is the touch screen 108. Note, however, that th
e sensor (e.g., a touch panel or a cursor device) for detecting an i
nput may be different from the output device (e.g., a display, a pro
jection device, a speaker, or other devices capable of presenting th
e passcode interface 106). |
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T [[0027] In various embodiments, a portion of the sensor input str
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eam 114 is sent to the authentication system 104 for deciphering. In
various embodiments, when the authentication system 104 receives th
e portion of the sensor input stream 114, the authentication system
104 may decrypt the sensor entries 110 prior to deciphering the pass
code entry 116 by the user. A passcode interface configuration 118,
which defines the mechanism of interaction with the passcode interfa
ce, may be generated by the electronic device 102 and then sent over
to the authentication system 104 as well. The passcode interface co

nfiguration may specify a mapping between sensor values of the senso

r entries and a set of characters used to compose a passcode entry A

s an example, where the passcode interface is displayed on the touch

screen 108, the passcode interface configuration may include geomet

ric definition of the passcode interface on the touch screen 108. In
other embodiments, the passcode interface configuration is generate
d by the authentication system 104. The passcode interface configura
tion may be generated specifically for a session with a user interac
ting with the passcode entry interface. |
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7 T00034] FIG. 2 is a block diagram illustrating an electronic devi
ce 200, which may represent device 102 in FIG. 1, for passcode entry
. The electronic device 200 may be a general-purpose computing devic
e. The electronic device 200 includes various modules and storage as
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described below. The electronic device 200 includes a passcode inte
rface module 202, which is configured to present and maintain a pass
code interface.

[0035] In various embodiments, the passcode interface module 202 is
configured to generate the passcode interface. The passcode interfac
e module 202 may generate the passcode interface randomly or pseudo-
randomly. As an example, the passcode interface may be configured as
a PIN pad layout. The size, arrangement, position, orientation, sha
pe, and other absolute or relative geometric characteristics of the
passcode interface and elements within the passcode interface are al
1 examples of the passcode interface configuration. The passcode int
erface configuration may be selected to promote concealment of a use
r’s entry of a passcode on the passcode interface. For example, the
elements on the passcode interface may be characters from which the
passcode combination (e.g., the passcode entry 116) may be chosen. T
he arrangement of the characters and the geometric shapes and sizes
of the characters may be randomized. Other attributes of the passcod
e interface configuration may be wholly or partially randomly genera
ted. The passcode interface configuration, such as the absolute and
relative (e.g., relative to a display of the electronic device 200)
geometric characteristics of the passcode interface, may be stored i
n an interface configuration store 204.

[0036] In other embodiments, the passcode interface configuration is
provided by a remote system through a network, such as the authenti
cation system 104 of FIG. 1. For example, the passcode interface con
figuration may be received through an authentication communication m
odule 206. In those embodiments, once received, the passcode interfa
ce configuration may be stored in the interface configuration store
204. The passcode interface configuration may then be used by the pa
sscode interface module 202 to present the passcode interface to the
user.

[0037] When the passcode interface configuration is generated on the
electronic device 200, the authentication communication module 206
may transmit the passcode interface configuration to the remote syst
em such that the remote system may use a portion of the sensor input
stream and the passcode interface configuration to decipher the pas

scode entry. |
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